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IT Controls Webinar Series

Part | - Overview of IT Controls and Best Practicq;z,/

Part Il - Identifying Users and Limiting Access

Part Il - Network Controls
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Contingency Planning Issues Covered In this
Webinar

 What Is Contingency Planning and why is it important?

F,

» Creating a Contingency Plan (CP)

e Testing the Contingency Plan

» Best practices, tools, and resources
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What Is Contingency Planning
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What iIs a Disruption (in relation to IT)?
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Management and IT roles in Contingency Planning

Business Impact
Analysis

Risk Assessments
Contingency Plans

Training/Testing;:‘?’fzr
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Risk Management

s 5 R,

Contingency
lightning at  Environ- : Plan does not : :
v E— High Moderate exist for all High High Moderate Moderate Moderate

systems
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http://dx.doi.org/10.6028/NIST.SP.800-30r1
http://csrc.nist.gov/publications/nistpubs/800-39/SP800-39-final.pdf

Why Is Contingency Planning important?
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Does One Size Fit All?

Contingency plans should:

e Fit the size of the district §
 Be tallored to the district’s needs 4 ( He Ft..

=] e |_“__ bt

e Address individual information systems

"One Size
Fits ali”




Contingency Planning Process

Develop an Ensure plan
YSyEll e Slonelie e |dentify Create information testing,
contingency Business : : traini Ensure plan
lanning Impact preventive contingency system raining, .
P e Analvsis controls contingency and
poticy y plan exercises
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Develop the Contingency Planning Policy

Roles and Responsibilities
Scope ”‘f
Resource Requwements

Training Requwements

Testlng Schedules

Plan I\/Iamtenance Schedule
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Develop an Ensure plan
YSyEll e Slonelie e |dentify Create information testing,
contingency Business : : traini Ensure plan
lanning Impact preventive contingency system raining, .
P e Analvsis controls contingency and
poticy y plan exercises
ARIZII:_INA
AuditorGeneral

Making a Positive Difference



1. Determine the mission/business process supported
by the system and recovery criticality

|dentify outage
Impacts and
estimated downtime

Work Recovery
Time (WRT)

Maximum
Tolerable
Downtime (MTD)

Recovery Point Recovery Time |
Objective (RPO) Objective (RTO)




Conduct the Business Impact Analysis -

Estimated Downtime

MTD=6hrs
A

RPO=12hrs RTO=4hrs

»

Time €— ‘
I

Last backup or Disaster Strikes
point where data
Is in a usable state

A
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Facilities Personnel Equipment Software

-

Vital Records

System

Data Files Componants
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Conduct the Business Impact Analysis

Network:

Accounting
System

Student
Information
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Contingency Planning Process
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ldentify Preventative Controls




Contingency Planning Process
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Alternate Processing Site Third Party Agreements

e Policies should e Cold sites

designate:

e Specify emergency
maintenance service

e Frequency
e Scope .
e | ocation of stored data / e Hot sites
e File naming

e Rotation frequency

e Method for
transporting data
offsite

e \Warm sites

e For third party hosts
(including county) -
Contingency Plan is still

required

Irrored sites

e Responsibilities of each
party included in plan
and vendor contracts




Contingency Planning Process
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Developing a Contingency Plan -

Supporting Information

Introduction

Background

| Overview of 3
Phases of Plan

Roles &
Responsibilities
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Developing a Contingency Plan -
Activation and Notification

Notification
Procedures

pctivatio”

Critend

ARIZONA

AudltarGeneral

a Positive Difference




Developing a Contingency Plan -
Activation and Notification
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Developing a Contingency Plan -

Activation and Notification

IT Director

Business
Manager
Superintendent vendors and third party
____ service providers
- » Document the type of
Transportation SAIS ~ Vendor iInformation that should
Director Coordinator / Contact be passed along during
ARIZONA i ‘
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Developing a Contingency Plan -

Activation and Notification

Cause of outage

or disruption Potential for

additional
disruption or
damage

Estimated time
to restore
normal services

Iltems that need Status of

physical
replacement Infrastructure
Dimsigfnto Inventory &
ARIZONA Y functional status
b equipment or P :
AuditorGeneral data of equipment
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Developing a Contingency Plan -
Recovery

Recovery
Phase



Developing a Contingency Plan -

Recovery

Restore
.~ accounting
| system server OS

Install
accounting
system software

Recover system
from backup

media
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Developing a Contingency Plan -
Recovery

//////%//

o geographic area

Y

////“4‘
7/ UDT |




Developing a Contingency Plan -
Recovery

-------------
...........

_ Purchase additional
/ '” resources
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Developing a Contingency Plan - v
Reconstitution

B
S

lity and

Actions taken to test and validate system capabi
functionality

Validation Deactivation

e Concurrent Processing e Notifying Users

e Validation Data Testing e Cleanup

e Validation Functionality Testing e Offsite Data Storage

e Data Backup

e Documentation of events
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Developing a Contingency Plan -

Appendices

Contact : : Detailed
IneTELeln el Veiﬂ?(()) rrrﬁgtr;f)&rll(;t BUSIQﬁ:l? IsT spaCt recovery
team personnel y | procedures

T
Detailed Equipment and Alternate
validation system business Contingency
testing requirements % processing plan testing
procedures lists % procedures
Vendor SLAs,
System | agreements with other
Interconnections organizations, and

ARIZONA other vital records
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Training

e Only personnel required for each systems contingency
plan

T

e At least annually
e Employees newly assigned to contmgency role

BRI

e Purpose of the plan
e Reporting procedures
e Security requirements

 Individual responsibilities for activation & notification,
i recovery, and reconstitution
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Testing the Contingency Plan
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e All personnel involved in the contingency plan process

e At least annually
e Change in circumstance (system, personnel)

e

e Notification procedures

e System recovery on alternate platform from backup
media

e Internal and external connectivity
e System performance using alternate equipment
e Restoration of normal operations

e Other areas as needed



e e

e Scenarios presented/discussed
= No equipment/resources used

Y e

e Simulation based
e Vary in complexity
e Roles/responsibilities executed



Contingency Planning Process
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tion Security Risk)

uditor.gov)
/Manuals/Memorandums
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http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-34r1.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf
http://dx.doi.org/10.6028/NIST.SP.800-30r1
http://csrc.nist.gov/publications/nistpubs/800-39/SP800-39-final.pdf

Questions
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