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Improvements needed to reduce transportation program costs
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bus aides an average of 1 to 1.25 hours per day for
unproductive time not spent driving or performing
driving-related duties.

Second, although the District’s bus routes were
marginally efficient overall, its routes for transporting
6th graders were inefficient, filling buses to only 63
percent of capacity with some routes filling buses to
less than 50 percent of capacity.

Third, the District did not conduct systematic
preventative maintenance on its buses, which may

have contributed to its exceptionally high repair and
maintenance costs. In fiscal year 2009, the District’s
per-mile repair and maintenance costs were more
than double the peer districts’ average.

Recommendation—The District should eliminate
bus driver and bus aide unproductive time, consider
improving the 6th-grade bus routes’ efficiency, and
implement a bus preventative maintenance
program.

District lacks sufficient IT controls to protect sensitive information

Cartwright ESD has weak password controls for its
IT systems. For example, passwords for the
accounting system can be as simple as one
character, and the passwords never expire. In
addition, the student information system has no
lockout feature that prohibits access to the system
after a number of failed login attempits.

The District also has inadequate procedures for
ensuring that only current employees have access
to critical IT systems. Although controls are in place
to automatically disable accounts after 30 days of
inactivity, auditors found 168 user accounts in the
student information system, that were linked to
former employees or to people not on a district staff
listing.

Cartwright ESD also needs to address other IT

security issues. For example, the District cannot
ensure that critical software updates are installed on
district computers, and it does not monitor
computers to ensure that unauthorized software is
not installed. The District also does not have a
written and tested disaster recovery plan. Such a
plan would provide for continued operation in the
event of equipment or system failure and protect
sensitive and critical data.

Recommendation—The District should:

e Implement and enforce password requirements.

e Implement a process to review and remove
inactive user accounts.

e Ensure critical updates are installed.

e Create a disaster recovery plan.

Inappropriately spent some Classroom Site Fund dollars

In fiscal year 2009, the District spent almost
$200,000 in Classroom Site Fund (CSF) menu
options monies for purposes other than those
authorized by statute. According to statute, the CSF
menu options monies for AIMS intervention and
dropout prevention can be spent only for
instructional purposes. However, the District used
some CSF menu options monies to pay for food,
field trips, police support, trophies, adult education
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classes, and mugs and water bottles for its
preschool program.

Recommendation—The District should ensure that
CSF monies are spent according to statute and
should reimburse the Classroom Site Fund for
monies spent inappropriately.
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