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Finding 2 - IT Controls

Recommendations

1. The District should implement stronger password controls,
requiring its employees to create more secure passwords and to
periodically change those passwords.

The District agrees with this recommendation. The District will implement this
recommendation for all District users to follow. The District’s IT vendor will set up
a domain policy that will require all users to reset their password every 120 days
with a lockout policy of three (3) failed attempts at which time the users will have
to contact the District’'s IT coordinator. The District will implement policies and
procedures to increase password complexity and periodic changing of
passwords.

2. The District should establish written policies and procedures for
reviewing and monitoring user activity to determine whether any
unauthorized activity or changes to critical applications or
systems has occurred.

The District agrees with this recommendation. The following policy will be added
to the District's technology agreement; “An employee that uses any resource
provided by Antelope Union High School District #50 will be subject to
information system activity review”. The District will implement procedures to
regularly review records of information system activity such as audit logs, access
reports and security incident tracking reports.

3. The District should create a formal process for disabling unused
network connection outlets on district walls.

The District agrees with this recommendation. The District servers have been
upgraded to Windows 2008 server software and programmed to require a
username and password to access network and internet connections.

4. The District should work with its IT vendor to establish written
policies and procedures to address adding and deleting access



to systems, including procedures to remove accounts when an
employee leaves district employment.

The District agrees with this recommendation. The District has implemented
policies and procedures with the IT vendor whereas the Superintendent will
approve request to add or delete users through a flow chart put into place. The
District’s IT coordinator will have the responsibility to make sure that the requests
have been met with the District’s IT vendor. All requests will be done via email.

5. The District should establish written agreements with its IT
service providers that outline each party’s responsibilities for its
network, student information system, and accounting system.

The District agrees with this recommendation. The District is in the process of
working with the IT vendor to establish written agreements to outline the
responsibilities in the three areas as recommended by the AG’s office.

6. The District should create a formal disaster recovery plan and
test it periodically to identify and remedy deficiencies.
Additionally, backup tapes should be stored in a secure offsite
location.

The District agrees with this recommendation. The District will implement this
recommendation in fiscal year 2011-2012. The student information system,
accounting system, credit recovery and benchmark testing data will be stored off
campus at two different locations. The web based programs used for these
purposes will make this possible. Each vendor has guaranteed the storage and
security of the data that the District will be using. District and staff data will be
backed up locally and moved off campus to another location every Friday of each
week.

Other Findings — Transportation

Recommendation

1. The District should ensure that it conducts all required random
drug and alcohol testing as specified in the Minimum Standards.



The District agrees with this recommendation. The District conducts drug and
alcohol testing annually for all drivers and will also conduct the random drug and
alcohol testing on two drivers each quarter to commence in fiscal year 2011-
2012.



