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STATE OF ARIZONA

DEBRA K. DAVENPORT, CPA OFFICE OF THE MELANIE M. CHESNEY
AUDITOR GENERAL DEPUTY AUDITOR GENERAL

AUDITOR GENERAL

September 20, 2012

Members of the Arizona Legislature
The Honorable Janice K. Brewer, Governor

Dr. Bernhardt Jones, President
Arizona State Schools for the Deaf and the Blind Board of Directors

Mr. Robert Hill, Superintendent
Arizona State Schools for the Deaf and the Blind

Transmitted herewith is a report of the Auditor General, A Performance Audit and Sunset
Review of the Arizona State Schools for the Deaf and the Blind. This report is in response to
an October 26, 2010, resolution of the Joint Legislative Audit Committee. The performance
audit was conducted as part of the sunset review process prescribed in Arizona Revised
Statutes §41-2951 et seq. | am also transmitting within this report a copy of the Report
Highlights for this audit to provide a quick summary for your convenience.

As outlined in its response, the Arizona State Schools for the Deaf and the Blind agrees
with the findings and plans to implement all of the recommendations.

My staff and | will be pleased to discuss or clarify items in the report.
This report will be released to the public on September 21, 2012.

Sincerely,

Debbie Davenport
Auditor General

Attachment

CC: Arizona State Schools for the Deaf and the Blind Board of Directors
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Our Conclusion

The Arizona State Schools
for the Deaf and the Blind
(ASDB) serves children and
students from birth through
21 years of age who have
sensory impairments such
as deafness and blindness.
As of April 2012, ASDB had
2,240 students who either
attended one of its three
on-campus schools,
participated in its birth to
age three or preschool
programs, or received ASDB
services at their local
schools. ASDB can do more
to promote student success
by ensuring that children
with sensory impairments
receive services early in their
lives, increasing students’
access to highly qualified
teachers, and researching
and addressing differences
in students’ test scores.
ASDB should also ensure its
regional cooperative
program, which serves
students at their local
schools, more fully recovers
its costs. It should also
strengthen oversight and
management of the
program. Finally, ASDB
needs to address critical
information technology
weaknesses.

September ¢ Report No. 12-05

Arizona State
Schools for the
Deaf and the Blind

ASDB can do more to promote student success

ASDB uses standardized tests
to assess student progress—

/ Spring 2011 AIMS Test Results for ASDB Students \

and State-wide Students

These tests include the state-wide 60
Arizona’s Instrument to Measure
Standards (AIMS) test as well as
another test similar to the AIMS
called Measures of Academic
Progress (MAP).

Most ASDB students did not
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made some progress but still
testing well below grade level—
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ASDB students’ MAP test scores
showed that they start at a much
lower level than national norms. Although
limited growth occurred after 5th and 6th
grades and continued into high school, it
was not sufficient to bring students’ scores
within reach of national norms. For
example, by the 11th grade, ASDB
students scored the same as the average
3rd-grade student would in reading and
scored slightly below the average
4th-grade student in math.

Standardized test scores are limited
indicators of program success—Sensory-
impaired students may have difficulty
taking standardized tests because of
natural disadvantages these students may
face in taking these tests. In addition, there
is littte comparative information about
scores attained by similar students in other
Arizona schools or other states’ schools.

ASDB uses common practices, but can
strengthen its practices—Io help ensure
success in educating its students, ASDB

follows commonly used practices,
including using technology to help
students learn. In addition, ASDB groups
students according to their academic
ability rather than age. However, ASDB
can strengthen the following practices:

® Early Intervention—Early interven-
tion services are a critical element in
a student’s success. ASDB provides
early intervention services through a
program called Arizona Early Interven-
tion Program. ASDB has identified
areas where it can do more to improve
this program such as coordinating with
the other agencies involved in the pro-
gram, better organizing and training
staff, and reaching out to families with
sensory-impaired infants and children.

® Highly qualified teachers—Federal
law requires that disabled students
be taught by teachers who are highly
qualified in special education and in
core academic subjects. According



to an Arizona Department of Education report,
about 90 percent of ASDB teachers were highly
qualified during the 2011-2012 school year.
According to ASDB officials, it is difficult to hire
and retain highly qualified teachers for many
reasons, including lack of competitive pay and
the challenges of obtaining the required certifi-
cations. ASDB is working with the University of
Arizona and the Arizona Department of Educa-
tion to increase the pool of qualified teachers.
¢ Studying differences in test scores—Federal
law requires that all public schools work to nar-
row achievements gaps in their states. Study-

ing differences in AIMS passing rates across
the various ASDB locations may help improve
ASDB'’s student achievement.

Recommendations—ASDB should:

® |mprove its early intervention program to ensure
that children receive needed services.

® |ncrease students’ access to highly qualified
teachers.

e Study differences in test scores and implement
potential solutions to improve student achieve-
ment.

ASDB should review regional cooperative service fees and

strengthen its operations

ASDB provides services at local school districts
through its regional cooperative program—ASDB
established a regional cooperative program in 1988
to help local school districts serve sensory impaired
students. There are five regional cooperatives, and
each has a staff of teachers, interpreters, and other
specialists. About one-half of state school districts
participate in the program.

Funding comes from various sources—Funding
for the regional cooperatives comes from special
education vouchers through the Arizona
Department of Education for assessments,
counseling, and direct teaching services; from the
State General Fund for program administrative
costs; and from school district membership fees to

screen children and train school staff.

ASDB should examine fees—Each regional
cooperative has established its own membership
fees it charges to school districts. Districts also pay
ASDB for direct educational services provided to
their sensory impaired students. ASDB does not
have policies for determining appropriate
membership and other fees. Further, ASDB has not
evaluated whether such fees cover the costs of the
services provided.

Recommendation—ASDB should ensure that fees
cover the cost of all services provided by regional
cooperatives by assessing operations, tracking
costs, and developing appropriate fees.

ASDB needs to improve its information technology practices

In 2009, the Arizona Department of Administration’s
Information Security group assessed ASDB'’s infor-
mation technology (IT) environment. This assess-
ment identified deficiencies and made several
recommendations. Although ASDB tried to address
the deficiencies, this audit identified the following IT
security control weaknesses:

® No risk assessment or security reviews of the IT
environment have been done.

® The IT network does not have adequate controls
to secure it from hackers.

® There is no effective process for updating com-

puters and servers, which are running critical
systems on outdated software.

ASDB also does not have a comprehensive disaster
recovery plan and does not properly test or backup
data. As a result, ASDB may not be able to meet
federal and state requirements to protect the privacy
of it students and staff.

Recommendations—ASDB should:

e Strengthen IT security controls.
e Address disaster recovery deficiencies.
® |mprove data backup.

Arizona State A copy of the full report is available at: REPO RT
www.azauditor.gov H | G H U G HTS
Schools for the Contact person: PERFORMANCE AUDIT
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ASDB educates students with sensory
impairments

INTRODUCTION

Scope and Obijectives

The Office of the Auditor Programs and responsibilities

General has conducted a
performance audit and
sunset review of the
Arizona State Schools for
the Deaf and the Blind
(ASDB) pursuant to an
October 26, 2010,
resolution of the Joint
Legislative Audit
Committee. This audit was
conducted as part of the
sunset review process
prescribed in Arizona
Revised Statutes (A.R.S.)
§41-2951 et seq. This
performance audit and
sunset review addresses
(1) how ASDB can increase
its use of best practices to
promote its students’
success, (2) improvements
that ASDB should make to
the operations of its
regional cooperatives
program, and (3) the need
to better protect student
data and make other
improvements to ASDB’s
information systems
management. The report
also includes responses to
the statutory sunset
factors.

ASDB was established in 1912 to provide education to students with sensory
impairments such as deafness or blindness. ASDB enrolled 478 students at its
on-campus schools in the 2011-2012 school year (see Table 1, page 2). In
addition, ASDB provided services to 1,190 additional students in school
districts and 299 preschool students throughout the state during the 2011-
2012 school year.

In accordance with state law, ASDB provides educational programs for chil-
dren and students from birth through 21 years who have a vision and/or hear-
ing loss (see textbox for ASDB’s mission). According to statute, school districts
must arrange for a placement and evaluation team for students with a vision
and/or hearing impairment.
The team includes the child’s
parent or guardian as well as
school district and ASDB rep-
resentatives. This team deter-
mines the appropriate educa-
tional placement for the stu-
dent based on his or her indi-
vidualized education program.
Students can attend a local
school district, charter school,
or one of the ASDB campuses.

ASDB Mission: To work together with
parents, school districts, advocacy
organizations, and business and community
members to create nurturing environments in
which children with a vision or hearing loss
feel valued, develop their abilities, strive to
achieve academic excellence, and develop
skills to help them become productive and
responsible members of society.

govemment programs.

Source: Fiscal Years 2010-2013 master list of state

y

As of April 2012, the 1,668 students ASDB served were enrolled in the following
schools and/or programs:

® Arizona Schools for the Deaf and Blind (110 students at the Arizona
School for the Deaf and 85 students at the Arizona School for the
Blind)—Two schools, the Arizona School for the Deaf and the Arizona
School for the Blind, make up the ASDB Tucson campus. According to
ASDB officials, students can live on campus as residential students or
attend as day students if they live within 60 miles of the campus. As of
April 2012, 70 students lived on campus. Both schools are accredited by

Office of the Auditor General
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rTabIe 1 \

Student Enrolliment by Type of Disability
School Year 2011-2012

Program
ASDB Campuses
Arizona School for
the Blind
Arizona School for
the Deaf

for the Deaf

Desert Valleys
Eastern Highlands
North Central
Southeast
Southwest
Preschool®

Total

Phoenix Day School

Regional Cooperatives

Multiple
Multiple Disabilities
Deaf or Disabilities with Severe Other with
Hard-of- Visually-  with Sensory Sensory Sensory Total
Hearing Impaired Impairment Impairment Impairment ' Students
0 35 22 28 0 85
79 0 16 15 0 110
211 0 40 32 0 283
160 51 80 92 1 384
34 17 42 19 8 115
99 28 69 58 9 263
130 36 88 39 15 308
57 10 29 23 1 120
154 107 0 0 38 299
924 284 386 06 67 1,967

later age.

Source:

L According to ASDB officials, “other” refers to a student with a sensory impairment who also has a medical
condition or a physical impairment.

2 According to ASDB officials, multiple disabilities are not identified in preschool children but are identified at a

Auditor General staff analysis of ASDB’s April 2012 report, Agency enroliment: school year 2011-2012.

Direct Communication Environment—
Direct communication and access are a
critical part of education and language
development. Students who are deaf or
hard-of-hearing interact directly with
teachers, staff, and peers every day in
the classroom, cafeteria, after-school
program, and residential program. Direct
access to instruction and peer
interaction leads to enhanced
educational, social, and emotional
development; and allows a greater
degree of independence, self-
confidence, and self-advocacy.

Source: Arizona School for the Deaf Web site.

AdvancED." The Arizona School for the Deaf offers educational and
support services, including instruction in a direct communication
environment and counseling (see textbox), as well as training that
teaches students with cochlear implants to hear and understand speech
and other sounds. At the Arizona School for the Blind, services are
provided based on an expanded core curriculum that includes state
standard curriculum and special services such as orientation and mobility
training, braille, visual efficiency training, assistive technology, and
compensatory skills and tools. Both schools also offer other services
based on students’ needs, including activities of daily living; social skills;
occupational, physical, and speech therapy; and residential services.

®  Phoenix Day School for the Deaf (283 students)—According to
ASDB officials, the Phoenix school educates students who are deaf or
hard-of-hearing and live within 60 miles of the metropolitan Phoenix area.
It provides educational and support services similar to the Arizona School
for the Deaf. The school supports students developing two languages—

T AdvancED is an organization of public and private schools in the United States and other countries world-wide that
accredits schools based on adherence to quality standards in several areas, including curriculum, instructional design,
and assessment practices. The organization was formed in 2006 from the North Central Association Commission on
Accreditation and School Improvement, the Southern Association of Colleges and Schools Council on Accreditation

R and School Improvement, and the National Study of School Evaluation.

State of Arizona
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American Sign Language (ASL) and English—and its curriculum parallels the
curriculum provided by public schools with modifications to meet students’
communication needs. According to ASDB officials, the school also offers
intensive instruction in functional and daily living skills for students who need it.
The school is accredited by AdvanckD.

®* Regional cooperatives (1,190 students)—ASDB provides educational and
support services in students’ local schools through five regional cooperatives
located in various parts of the State (see Figure 1, page 4). The Legislature first
authorized ASDB to establish regional cooperatives in 1988 to provide various
services that would enable districts to serve sensory-impaired students in a cost-
effective way and enable these students to reach their individual potentials by
providing access to the general education curriculum in district schools.
According to ASDB officials, the regional cooperatives provide access to a pool
of specially trained personnel and equipment, such as sign language interpreters
and braille-writer machines.

In addition to enrolling students at its campuses or in regional cooperatives, ASDB
provides services through the following programs:

e Birth to 3 program (273 children)—In cooperation with the Arizona Early
Intervention Program (AzEIP see textbox on page 18), ASDB provides federally
mandated services for families of/and children ages birth to 3 who have hearing
or vision loss or who are deaf-blind. The program provides a comprehensive and
coordinated interagency system of early intervention services in the child’s home
and is designed to work in cooperation with other agencies and programs to
support the child and family’s needs. In addition to assessments that determine
if an infant or toddler is eligible for the program and to plan appropriate services,
the AzEIP program offers service coordination, assistive technology devices,
family training, physical and occupational therapy, and speech-language
pathology services.

® Preschool program (299 students)—ASDB

provides preschool education to eligible children, ~ Multiple disabilities—Learning and developmental
ages 3 to 5, at its campuses in Tucson and problems that require special education and related

Phoenix and in classrooms in public schools services and that result from two or more of (1)
throughout Tucson and Phoenix. The services hearing impairment, (2) orthopedic impairment, (3)

. . ' , moderate intellectual disability, and (4) visual
offered to the children include preschool education, y )

] o ) ) impairment, or any of those conditions concurrently
educational assessment, vision and audiological it mild intellectual disability, emotional disability, or

assessments, orientation and mobility services, specific learning disability.

and speech therapy.
Multiple disabilities with severe sensory

impairment—Multiple disabilities that include (1)
severe visual or hearing impairment with another
severe disability or (2) severe visual and severe
hearing impairments.

ASDB’s campuses and other programs serve students
with vision or hearing loss, including students with
multiple disabilities if at least one of the disabilities is a
visual or hearing impairment (see textbox). In the 2011-

2012 school year, most students ASDB served state- ~ Souee: ARS. §15-761 y

Office of the Auditor General
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Figure 1: Regional Cooperatives, School Districts, and Students Served
As of April 2012
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wide had a hearing loss, with smaller numbers of students with a vision loss or multiple
disabilities (see Table 1, page 2).

Board and staff

ASDB’s Board of Directors (Board) is responsible for the governance of ASDB,
including setting policy and appointing, evaluating, and determining whether or not to
offer a new contract to ASDB’s Superintendent. It has ten members, including the
Governor and the State’s Superintendent of Public Instruction who serve as ex officio
members. The Governor appoints the remaining members, who serve 3-year terms.
The appointed members include:

®  One member from the Commission for the Deaf and the Hard-of-hearing;
®  One member from the Governor’'s Council on Blindness and Visual Impairment;

®  One school district employee who works with his or her district's program for
sensory impaired pupils; and

e Five additional members. A.R.S. §15-1321 requires the Governor to give
preference to people with experience and knowledge of sensory-impaired
education for three of these members.

ASDB has staff at its three school campuses and at its five regional cooperatives that
are located in various parts of the State. As of May 2012, ASDB reported that it had
803 full-time equivalent (FTE) positions, with 256 vacancies. The vacancies included
78 teachers; 38 instructional assistants; 47 educational interpreters, audiologists, and
transcribers; 9 drivers; and 84 various other positions.

ASDB's staffing includes the following:

e Administration—The administrative staff include a superintendent who serves as
the executive officer for ASDB, an assistant superintendent, and principals for
each school. In addition, ASDB has directors over operations, regional
cooperatives, information technology, and human resources; a staff development
specialist; and an accountability specialist.

e Teaching and educational support—As of May 2012, ASDB employed 227.75
teachers and 20 supervisory teachers. Educational support includes 11.25
audiologists, 4.25 braillists, 1 ASL specialist, 3.25 speech/language pathologists,
and 65.75 educational interpreters. The educational interpreters work at the
regional cooperatives. ASDB'’s teachers and other educational staff generally
have special training and certification in communicating with and teaching
students with sensory impairments.

Office of the Auditor General
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® Other—ASDB'’s on-campus staff in Tucson also include night supervisors,
residential hall team leaders, and live-in staff for the student dormitories. These
staff also include teaching parents, who are educators responsible for working
with students on goals in areas such as personal care, recreation and leisure,
and domestic life. In addition, ASDB’s operations staff include custodial,
maintenance, security, food service, and equipment repair staff as well as full-
time and part-time drivers.

Budget and finances

As shown in Table 2 (see page 7), ASDB received approximately $55.5 million, $56.5
million, $54.7 million, and $53.8 million in annual net revenues in fiscal years 2009
through 2012, respectively. These revenues included:

® Special education voucher monies from the Arizona Department of
Education (ADE) to reimburse ASDB for educational costs based on its
enrollment—These monies are provided for students at ASDB'’s three campus
schools and some students enrolled in ASDB'’s regional cooperative program.
In the 2011-2012 school year, the voucher amount was $19,122.39 for each
visually-impaired student and $19,008.02 for each hearing-impaired student.
For each student who receives services through the regional cooperative
program, ASDB and the student’s district decide whether ASDB or the district
will collect the voucher monies.

® Payments from school districts for services provided by the regional
cooperative program—These include membership fees to participate in the
regional cooperative program and fee-for-service payments for students whose
voucher monies are retained by the district. Fee-for-service payments vary
depending on the level of service provided by ASDB. In the 2011-2012 school
year, the payments ranged from $2,800 annually for a student receiving 1 hour
per month of services to $21,500 annually for a student receiving 10 to 15 hours
per week of services (See Finding 2, pages 27 through 39, for additional
information on the fees charged for services provided through ASDB'’s regional
cooperative program).

e State General Fund appropriations made directly to ASDB—State General
Fund appropriations help bridge the gap between the cost of educating ASDB
students and the amounts provided by special education vouchers and fees
paid by school districts. In fiscal year 2012, ASDB received a $20.8 million State
General Fund appropriation.

As shown in Table 2, ASDB's total expenditures ranged between nearly $55.2 million
in fiscal year 2009 to approximately $54.5 million in fiscal year 2012. Most of ASDB'’s
expenditures are for personal services and related benefits. These monies pay for
teachers and other staff at the three on-campus schools, teachers in the regional

State of Arizona
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Table 2:  Schedule of Revenues, Expenditures, and Changes in Fund Balance
Fiscal Years 2009 through 2012
(Unaudited)
2009 2010 2011 2012
Revenues:
State General Fund appropriations $ 21,351,663 $ 21,580,479 $ 21,511,083 $ 20,802,910
In’[ergovemmental1 31,373,770 31,646,493 29,759,177 29,544,022
Educational and support service fees? 2,216,073 2,949,195 2,913,044 2,885,938
Other® 515,669 336,512 484,947 574,821
Gross revenues 55,457,175 56,512,679 54,668,251 53,807,691
Remittances to the State General Fund (12,034) (1,292)
Net revenues 55,445,141 56,511,387 54,668,251 53,807,691
Expenditures and transfers:
Personal services and related benefits 44,215,881 43,421,888 40,744,344 42,882,990
Professional and outside services 3,563,179 3,215,689 3,943,356 3,550,435
Travel 310,034 300,216 289,665 283,635
Food 255,407 231,084 232,703 237,015
Aid to individuals 1,110
Other operating 5,798,761 5,783,749 6,582,648 4,833,542
Equipment 1,034,733 2,100,684 2,451,489 2,715,179
Total expenditures 55,179,105 55,053,310 54,244,205 54,502,796
Transfers to the State General Fund* 157,200 18,200 531,100 616,400
Transfers to other agencies5 1,063,064 461,882
Total expenditures and transfers 55,336,305 56,134,574 55,237,187 55,119,196

Net change in fund balance 108,836 376,813 (568,936) (1,311,505)

Fund balance, beginning of year 6,506,384 6,615,220 6,992,033 6,423,097

Fund balance, end of year6 $ 6,615,220 $ 6,992,033 $ 6,423,097 $ 5,111,592

T Amount is primarily composed of educational reimbursements from the Arizona Department of Education based on enroliment and is determined by
statutory formula. The amount also includes federal grant revenues that are either received directly or passed through from the Arizona Departments of
Economic Security or Education.

2 Amount consists of revenues received from Arizona school districts for services rendered by ASDB's regional cooperatives on a fee-for-service basis.

3 Amount primarily consists of interest and rental income.

4 Amount consists of transfers to the State General Fund in accordance with Laws 2008, Ch. 285, §46; Laws 2010, Ch. 1, §148 and 7th S.S., Ch. 3, §8; and
Laws 2011, Ch. 24, §§108, 129, and 138 to provide support for state agencies.

5 Amount primarily consists of transfers to the Arizona Department of Economic Security for required matching to obtain federal monies. According to
ASDB, the fiscal year 2009 required match was not made until fiscal year 2010; therefore, the transfer is reported in fiscal year 2010. Similarly, the fiscal
year 2012 required match was not made until August 2012; therefore, it will be reported in fiscal year 2013.

6 According to ASDB, end-of-year fund balances consist of revenues from several dedicated funding sources such as federal grants, Proposition 301
(2000) sales taxes, and educational reimbursements from the Arizona Department of Education. The balances are generally needed for cash flow at the
beginning of the next fiscal year or are restricted for specific purposes. For example, in order to pay the payroll costs for current 12-month employees
and purchase equipment, supplies, and materials needed for the start of the school year, the balances are needed in July and August since educational
reimbursements from the Arizona Department of Education, fees for services, or membership fees are not received until late September.

Source: Auditor General staff analysis of the Arizona Financial Information System (AFIS) Accounting Event Transaction File for fiscal years 2009 through 2012

k and the AFIS Management Information System Status of General Ledger-Trial Balance screen for fiscal years 2010 through 2012. /
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cooperative program who travel to the surrounding school districts in their respective
regions throughout the State, and administrative staff. These expenditures also
include salaries and benefits for the staff who provide student transportation to and
from the day school programs, which totaled approximately $2.9 million in fiscal year
2011, according to the fiscal year 2011 Annual Report of the Arizona Superintendent
of Public Instruction and other financial information obtained from ASDB.
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FINDING 1

The Arizona State Schools
for the Deaf and the Blind
(ASDB) can make
improvements in its use of
best practices to help
ensure that its students
make good educational
progress and are prepared
for their future. Although
ASDB uses standardized
tests to assess individual
student progress, these
tests are somewhat limited
in their ability to assess
ASDB’s students’ progress
and provide relatively
limited information for
comparing ASDB to other
schools that educate
similar students. Thus,
attention to best practices
recommended by experts
and officials at other
schools is particularly
important. ASDB follows
many of these best
practices, including using
technology and modifying
instruction and services to
meet students’ particular
needs.

In four respects, however,
ASDB can strengthen its
efforts. These are:

Improving its early inter-
vention program;

Seeking ways to increase

students’ access to
highly qualified teachers;
Compiling and using
information about its
graduates to improve its
programs; and

Studying differences in its

ASDB can do more to promote
student success

ASDB aims to prepare students for future

ASDB’s mission is to work with parents, school districts, and others to enable
children with a vision or hearing loss to develop their abilities, strive to achieve
academic excellence, and develop skills to help them become productive and
responsible members of society. This mission aligns with ASDB’s statutory
responsibility to provide educational services, including instruction in a direct
communication environment, so that deaf, hard-of-hearing, and visually-
impaired students may become self-sustaining and useful citizens.

ASDB’s surveys of recent graduates show that many of its on-campus
students either continue their education or begin working, either independently
or with supports, such as a job coach. In 2011, ASDB reported that the Arizona
School for the Blind had 13 graduates, the Arizona School for the Deaf had 14
graduates, and the Phoenix Day School for the Deaf had 15 graduates.
Surveys conducted approximately 1 year after the students graduated
indicated that the students became involved in a variety of activities. For
example:

e  Qut of 13 survey respondents who graduated from the Arizona School for
the Blind in 2011, 9 reported that they were participating in work enclave
programs through the Department of Economic Security. Work enclaves
are competitive work site jobs where workers with disabilities are
supervised by program staff and receive a special wage commensurate
with their abilities.

e Al 6 2011 graduates of the Phoenix Day School for the Deaf who
responded to the survey and 10 of the 14 respondents from the Arizona
School for the Deaf reported that they were in college or community
college, working, or volunteering. For example, one graduate worked part-
time as a physical therapist assistant after graduation and then resigned
to attend Gallaudet University where he is studying physical therapy.
Another graduate volunteers at the public library for 6 hours per week, a
third works in a supported-employment program sponsored by the
Department of Economic Security, and three graduates were attending a
community college for the deaf in Texas.

students’ test scores and
establishing expectations
regarding practices to
improve students’ test
scores.
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Arizona does not require
special education students
to pass the AIMS test to
obtain a high school
diploma unless their IEP
requires it.

ASDB uses several assessments to measure student
progress

To monitor students’ progress, ASDB relies on several different assessment
mechanisms. These include the same standardized test all Arizona students take, as
well as additional standardized tests, including the Measures of Academic Progress
(MAP), that provide more information on individual student progress. In addition, at
least once a year, ASDB staff will review each student’s progress toward the individual
goals established in his or her Individualized Education Program (IEP) (see textbox,
page 11). Each student’s IEP determines what assessments will be used to measure
the student’s progress, and results are reviewed when the IEP is updated.

ASDB frequently uses the following tests:’

® Arizona’s Instrument to Measure Standards (AIMS)—This is the standardized
assessment taken by all Arizona students in all school districts. The federal No
Child Left Behind Act requires that each state adopt standardized assessments
that align with state standards to demonstrate adequate yearly progress toward
the goal of narrowing achievement gaps. The State of Arizona uses AIMS (see
textbox, page 11) as its standards-based assessment.? Arizona does not
require special education students to pass the test to meet the requirements for
a high school diploma unless their IEP requires it.

® Measures of Academic Progress (MAP)—This test, created by the Northwest
Evaluation Association (NWEA), assesses the same content as the AIMS,
according to an NWEA official. However, it is an interactive form, meaning that
it does not test a student on more advanced concepts if he/she did not answer
the initial basic concept question correctly. According to ASDB, this type of test
is particularly useful for students who are not performing at grade level because
it provides more information about students’ actual performance levels and their
progress over time than the AIMS does. ASDB administers the test to only some
on-campus students. ASDB officials reported that ASDB encourages all
students to take the MAP if they are able to do so. In spring 2011, approximately
59 percent of ASDB on-campus students took a MAP reading and/or math test.

1

2

In addition to AIMS and MAR, ASDB reported that it uses other assessments to measure student progress. For example,
it uses the Stanford Achievement Test (SAT-10) in second and ninth grades, as required by the Arizona Department of
Education. In addition, ASDB uses Teaching Strategies GOLD, another Arizona Department of Education required test
for special education children in preschool and kindergarten. For children aged birth to 3 years, ASDB reported that it
also uses the Developmental Assessment of Young Children test for deaf children and the Oregon Project for blind
children to assess the children’s cognitive skill level. ASDB also reported that it uses the 6-Traits Writing Rubric to
evaluate student writing samples, the Fairview assessment focusing on American Sign Language development, the
STAR Reading assessment, Work Sampling—an observational assessment containing grade-level samples of what
students should know and how they would demonstrate their knowledge—and classroom-type tests.

This report uses AIMS to refer to both AIMS and AIMS A, the alternate assessment used for some students. Both tests
report student results in the same way, indicating that the student exceeds, meets, approaches, or falls far below
standards.

State of Arizona
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Assessment terms

Individualized Education Program (IEP)—Every child with a disability must have an |EP that shows the child’s level
of achievement, measurable annual goals, how progress toward the goals will be measured, and what services will
be provided to the child. The goals may include passing the AIMS if appropriate for the child, but Arizona Revised
Statutes (A.R.S.) §15-763 states that a special education student does not need to pass the AIMS to graduate from
high school unless this is required by the student’s IEP A team that includes the child’s parent or guardian develops
the IEP and updates it at least annually. The federal Individuals with Disabilities Education Act, Arizona statutes, and
Arizona Department of Education regulations specify the requirements the IEP must meet.

Arizona’s Instrument to Measure Standards (AIMS) and AIMS Alternate (AIMS A)—Tests students’ grade-level
mastery of state academic standards in writing, reading, math, and science. AIMS A is an alternate assessment
based on alternate achievement standards for students with significant cognitive disabilities. Both AIMS and AIMS A
test students in 3rd through 8th grades and in high school beginning in 10th grade (or in 9th grade if the student
repeats that grade) until they pass the test because it is a graduation requirement for most Arizona students. Special
education students are not required to pass the test to receive a high school diploma unless stipulated in their IEP
Test scores are classified into four levels: exceeds, meets, approaches, and falls far below standards, with exceeds
and meets defined as passing scores.

Measures of Academic Progress (MAP)—Nationally normed test developed by the NWEA of language usage,
reading, math, and science that uses an equal interval scale to allow charting progress from year to year. The test
adapts to a student’s performance by offering questions based on whether the student answered previous questions
correctly. ASDB tests on-campus students in 2nd through 12th grades.

Source: Auditor General staff analysis of information about AIMS, AIMS A, and the IEP obtained from the Arizona Department of Education Web site,
information about MAP from the Northwest Evaluation Association (test publisher) Web site, and A.R.S. §15-763.

y

Tests scores showed some academic progress, but
comparative information for assessing program success
is limited

ASDB students, on average, underperformed on standardized tests, although they
made some progress throughout their school years. For several reasons, however,
standardized tests such as AIMS and MAP are limited in their ability to assess the
progress of students with these types of impairments, and state-wide information that
would allow comparisons between ASDB and other Arizona schools educating similar
students is also limited.

Most ASDB students who took AIMS did not meet standards—sStudents
attending ASDB, either on one of its campuses or through the regional cooperatives,
generally scored lower on AIMS than did Arizona students as a whole. Some ASDB
students passed and even exceeded standards on the AIMS, but most did not. As
shown in Figure 2 (see page 12), in spring 2011, only 5 percent of ASDB students In spring 2011, 5 percent
exceeded standards, and only 25 percent met standards when they took the AIMS D e s, and

math test in 3rd through 12th grades. By comparison, 23 percent of all students 25 percent met standards

state-wide who took AIMS exceeded standards, and 36 percent met standards for

math in spring 2011. Similarly, only 2 percent of ASDB students exceeded, and 34
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Figure 2: Spring 2011 AIMS Test Results for ASDB Students and State-wide Students
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Auditor General staff analysis of AIMS and AIMS A spring 2011 test scores for all ASDB students enrolled in
the 2011-2012 school year, including on-campus students and regional cooperative students for whom ASDB
receives voucher funding, and state-wide AIMS and AIMS A results for spring 2011 published October 2011
by the Arizona Department of Education in its 2077 Technical Report.

~

/

percent met standards in reading, compared to 9 percent and 65 percent,
respectively, for all students state-wide who took the AIMS reading test.
Approximately two-thirds of ASDB students who took the AIMS math or reading
tests did not meet the standards. AIMS test results for 2008 through 2010 show
that, in those years, ASDB students also had much lower rates for meeting and
exceeding the standards than students state-wide (see Appendix A, page a-i).




MAP results show students made some progress but were still testing
well below grade level—ASDB students’ test scores for MAP were well below
national norms, which are based on a stratified sampling of students throughout the
United States. ASDB students showed less improvement from one year to the next
during the elementary school years as compared to national norms for all students.
However, the test is not separately normed for deaf or blind students. Beginning in
5th and 6th grades, ASDB students improved their performance in reading and
math, respectively, compared to national norms. Even so, ASDB students started at
a much lower level than national norms, so while limited growth occurred after 5th
and 6th grades and continued in high school, it was not sufficient to bring students’
scores within reach of national norms (see discussion of early intervention programs,
pages 18 through 21, for reasons ASDB students started at a lower level).
Specifically:

e ASDB on-campus students’ average MAP scores in 2nd grade were in the first
to second percentile in reading and the third to fourth percentile in math. This
result indicates that nearly all students nationally who took the MAP received
higher scores than ASDB students who took the test.

e By the 11th grade, ASDB students who took the MAP scored on average the
same as 3rd-grade students would in reading and scored slightly below the
average 4th-grade student in math. This reflects a slight gain in performance,
with results at the fifth to sixth percentile in reading and the seventh to eighth
percentile in math. On average, 11th-grade students nationally who took the
MAP scored at approximately the 50th percentile and scored the same as a
typical-11th grade student would.

Standardized test scores are limited as indicators of program
SUCCeSS—+or several reasons, great care must be taken in inferring conclusions
from these results. Key limitations include natural disadvantages ASDB students
may face in taking standardized tests. Additionally, there is little comparative
information about scores attained by similar students in other settings in Arizona or
in schools elsewhere in the United States. Specifically:

e Students who are deaf or hard-of-hearing and students who are blind or
visually-impaired may have difficulty taking standardized tests—Students
attending ASDB have hearing and/or visual impairments or multiple disabilities

(see textbox, page 3’. for informatlion on .multiple di.sabilities).. .According to @%%?ﬁé%g Jgﬁiixtr;eartnsd
experts, language deficits and testing barriers make it more difficult for these testing barriers make it
students to perform at national or state norm levels on any standardized tests. {Pn‘g;gi;“gﬂg;’ggigw
Despite accommodations such as braille versions of tests and having test ggfg;“gri;Tgvthﬂr?;ny
directions read aloud or signed, barriers that affect student performance still standardized test.

exist. For example, deaf students do not learn English in infancy, but the tests
are administered in English so deaf students are taking the test in their second

T Auditors analyzed ASDB students’ spring test results for the MAP test for 2006 through 2011 and compared them with
the spring 2011 national results published by NWEA.
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When school districts
submit test scores to the
Arizona Department of
Education, they report all
students with disabilities
under the broad category
of special education.

language. Additionally, blind students are unable to see illustrations, such as
graphs, used in standardized math tests.

ASDB students’ scores cannot be reliably compared with results for
other sensory-impaired students in Arizona or nation-wide—Within
Arizona, the available information regarding student test scores makes it
difficult to compare ASDB students’ performance with the performance of
similar students throughout the State. A key reason is the way in which school
districts must report special education students’ test scores. Specifically, to
comply with Family Educational Rights and Privacy Act regulations, when
school districts submit test scores to the Arizona Department of Education,
they report all students with disabilities under the broad category of special
education. They do not report students’ specific disabilities because such
categorization could enable students to be individually identified in published
reports. Therefore, sensory-impaired students’ test scores are reported in the
same category as students with learning disabilities, developmental delays,
and other disabilities. Further, although the Arizona Department of Education
has data regarding all Arizona students, including their specific disabilities that
could be matched with test scores, Arizona Department of Education officials
reported that this specific data may not be complete. As a result, the available
information does not provide an accurate way to compare the State’s entire
population of sensory-impaired students by disability.

Similar problems exist when attempting to compare ASDB students to
sensory-impaired students in other states. First, each state administers
different tests to measure students against their state’s standards. This makes
it difficult to compare students’ progress across states. Second, states differ
in the degree to which they require sensory-impaired students to take
standardized tests required of other students. Some deaf and blind schools
must participate in their states’ standardized testing. For example, students at
Perkins School for the Blind in Massachusetts are required to pass the state
test in order to obtain a high school diploma. Additionally, Alabama requires
all high school students to take the state test to graduate with a diploma, and
eligible students with disabilities who do not pass the test can obtain an
occupational diploma instead of the regular high school diploma. However,
similar to Arizona, at least two other states do not make passing the
standardized test a graduation requirement for all deaf and blind students.
Specifically, Florida School for the Deaf and the Blind students and Texas
students who are deaf or blind can receive waivers from testing requirements
for a high school diploma as long as the students can demonstrate in some
other way that they have met state standards. Additionally, at least two states’
deaf and blind schools have admission policies that restrict or deny admission
of severely impaired students. This would greatly impact the comparability of
those schools’ test results with ASDB’s test results as students with severe or
multiple impairments often struggle with passing standardized tests.
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Although there is a lack of comparison information regarding blind and multiply
disabled students’ test scores, some limited studies have been conducted for
deaf students. For example, a 2005 study found that the SAT-9 reading
comprehension score for 17- and 18-year-old deaf and hard-of-hearing
students was approximately equivalent to that of 4th-grade hearing students,
and a 2012 longitudinal study reported that deaf 17-year-olds’ SAT-9 math
scores approached the 6th-grade level.m? In addition, test results for a small
number of students at a small number of schools for the deaf nation-wide
suggest that ASDB deaf and hard-of-hearing students’ scores are similar to
those of their peers at other schools.?

ASDB uses commonly used practices but can work to
improve

Given the limitations of test results as a way to gauge ASDB’s success, auditors
looked for other ways to assess ASDB's efforts. One commonly used assessment is
the degree to which an organization employs “best practices”’—that is, those
approaches and techniques that experts, researchers, and practitioners have identified
as likely characteristics of a well-performing program. Although scientific research is
limited regarding what works in educating deaf and visually-impaired students, experts
have identified several commonly used practices. ASDB already follows a number of
these practices. However, it should focus additional effort in four key areas in order to
promote its students’ success: early intervention, increasing its students’ access to
highly qualified teachers, using surveys of its graduates to identify ways to improve its
programs, and developing ways to improve students’ scores on standardized tests.

Research is limited—Experts in the fields of deaf and blind education have
conducted extensive reviews of existing research and concluded that there is not a
large body of empirical research to draw upon to establish evidence-based
practices.* This contrasts with research in educating children with more common
characteristics such as learning disabilities. However, experts at Gallaudet University,
a prominent university for deaf students in Washington D.C., and Perkins School for
the Blind in Massachusetts, as well as officials at deaf and blind schools in Texas

Gallaudet Research Institute. (n.d.). Literacy & deaf students. Retrieved, July 10, 2012, from http://www.gallaudet.edu/
gallaudet research _institute/publications_and_presentations/literacy.html

Qi, S. & Mitchell, R.E. (2012). Large-scale academic achievement testing of deaf and hard-of-hearing students: past,
present, and future. Journal of Deaf Studies and Education, 17(1), 1-18.

The results from the other schools are preliminary. The test publisher cautions that because of the small number of test
scores included and the lack of stratification, the results should not be used for comparison as part of a decision-making
process. The data does represent a set of grade-level averages of test results of students identified as being deaf over
a number of years.

Luckner, J.L., & Handley, C.M. (2008). A summary of the reading comprehension research undertaken with students who
are deaf or hard-of-hearing. American Annals of the Deaf, 153(1), 6-36; and Douglas, G., McCall, S., McLinden, M., &
Pavey, S. (2009). International review of the literature of the evidence of best practice models and outcomes in the
education of blind and visually-impaired children. Trim, Co. Meath, Ireland: National Council For Special Education.

Test results for a small
number of schools for the
deaf nation-wide suggest
that ASDB deaf and hard-
of-hearing students’
scores are similar to those
of their peers at other
schools.
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ASDB uses technology
such as computers and
smart whiteboards in
some classrooms,
computers in the library,
video telephone, and
refreshable braille readers.

and Florida, shared information with auditors regarding practices they have found
to be effective in educating deaf, hard-of-hearing, and visually-impaired students.

ASDB follows some commonly used practices—ASDB uses some
commonly used practices that are consistent with those identified by the experts
and practitioners auditors interviewed although there is a shortage of direct
evidence demonstrating practices are effective with deaf and blind students.
These include using technology to help students learn and adjusting instruction to
meet students’ needs. Specifically:

Technology innovations help students learn—Experts and national deaf
and blind advocacy organizations indicated that innovations in technology are
vital to student advancement. These technological innovations help improve
deaf and blind students’ ability to access information. For example, an official
with the National Council of State Agencies for the Blind reported that portable
devices with refreshable braille displays enable blind students to keep up with
note taking and reading requirements in high school and beyond. Braille-
reading devices can allow students to access content as braille text or through
conversion to spoken words. Additionally, these portable devices allow blind
students’ access to Global Positioning Systems, which can enhance their
orientation and mobility skills and increase their independence. Another
assistive technology used by other states’ schools is distributed video in every
classroom. Distributed video uses smart whiteboards that bring the board
content to a screen on the student’s desk, and a swivel hinge allows visually-
impaired students to bring the screen as close as the student needs. Other
states’ schools also use technology to assist with their outreach programs by
providing webinars, online information, and training as well as publications
and other resources to professionals and families.

ASDB uses technology extensively and has developed a technology plan for
fiscal years 2011 through 2014, which identifies several technological
innovations to further make student learning a priority. ASDB already uses
technology such as computers and smart whiteboards in some classrooms,
computers in the library, video telephone booths, and refreshable braille
readers. The plan addresses several areas, including Reading/Language
Arts, Math, Highly Qualified Teachers, American Sign Language (ASL) and
Braille, Parent Involvement, and Technology Literacy. For each area, the plan
identifies a technology strategy and an action step with measurable goals. For
example, by the 2011-2012 school year, ASDB’s goal was to have all teachers
use digital video and other multimedia tools to promote language development,
and according to an ASDB official, this has been implemented. Another 2011-
2012 school year goal was that all students in the Arizona School for the Blind
would have accounts that would allow them to download library books in
braille. According to ASDB, this has also been implemented. Additionally,
ASDB plans to use interactive whiteboards for teaching math during the 2012-
2013 school year. ASDB also plans to build an accessible Web site for parents
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that will include trainings and tutorials as well as access to student events,
grades, and achievements for the 2012-2013 school year.

e ASDB modifies instruction and services to student needs—Other states’
deaf and blind school officials indicated that providing expanded curriculum
and individualized instruction, and grouping students based on ability level are
commonly used practices for educating deaf and/or blind students. At least two
other states’ deaf and blind schools have separate programs for students
based on their educational progress and needs. Specifically, the Florida School
for the Deaf and the Blind has three separate high school programs, including
one program that is specifically for students with additional conditions or needs.
Similarly, according to officials at the Texas School for the Blind and Visually-
impaired, their school has four separate academic programs with curriculum
designed to meet students’ needs. These programs include an academic
program designed for students functioning within 2 years of their grade level, an
academic program designed for students who are not yet reading at the first-
grade level, an academic program designed for students functioning more than
2 years below their chronological age, and a basic skills program for students
with multiple disabilities who learn best with consistent routines and meaningful
functional activities.

ASDB serves students with a wide range of needs, including students with
multiple disabilities and severe sensory impairments. Similar to public schools,
ASDB structures some of its classrooms by age and grade. However, ASDB
policy calls for placing students based on the student’s needs, and according
to ASDB staff, ASDB avoids assigning students with a wide range of academic
needs to the same classroom. Thus, an ASDB class may include students
grouped by academic ability level rather than age, and according to ASDB staff,
teachers must adapt instruction to meet each student’s individual needs. By

policy, ASDB classroom sizes are small, with student-teacher ratios ranging ASD”B claﬁsro%m sizes are
. . . . . . small, with student-

from six to one for multiply disabled students with severe sensory impairments teacher ratios ranging

_AF ; ; from six to one for multiply
tol ten to one for deaf apd hard-of hear!ng students in .elemer.wtary through disabled studenta with
middle school grades. Typical classroom sizes range from five to nine students. severe sensory

. " . . impairments to ten to one

ASDB also offers separate classes for students with additional disabilities or for deaf and hard-of-

higher need levels. According to ASDB staff, these classes cover the same heating students.

content as required by Arizona state standards, but the way in which the teacher
provides instruction may be different. For example, teachers may provide
reading materials at a lower level, e.g. fifth grade instead of tenth grade, for
those who have difficulty with reading comprehension or reading fluency.
According to ASDB staff, these classes usually also include a full-time teacher’s
aide.

1 Classroom sizes are based on 2011-2012 rosters for the Arizona School for the Blind and the Phoenix Day School for the
Deaf and 2012-2013 rosters for the Arizona School for the Deaf.
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Experts indicated that early
intervention services along
with effective parent-child
interactions help ensure
successful outcomes in
vocabulary development,
verbal reasoning skills, and
social interaction.

Four areas require attention—Although ASDB follows some commonly used
practices, it can strengthen its practices in the following four ways:

Early intervention and education critical to student success—The earlier
a child is identified as having a sensory impairment and receives services for
the impairment, the faster the child can begin learning the appropriate skills
to adjust to his/her environment. Research shows that the critical intervention
time for a baby who is deaf or hard-of-hearing is the first 3 years after birth,
and that the first 6 months after birth are crucial for the development of
communication and language skills." According to two other states’ deaf and
blind school officials, students who begin receiving specialized educational
services late may have missed the critical window when the brain is most able
to develop language, and these students may never catch up.

Experts indicated that early intervention services along with effective and
meaningful parent-child interactions help ensure successful outcomes in
areas such as vocabulary development, verbal reasoning skills, and social
interaction.? The story of one ASDB student provided by ASDB staff illustrates
the positive outcome of early intervention and parent involvement:

o The student began receiving services almost immediately after birth. She
transitioned into preschool at Phoenix Day School for the Deaf and is now

in seventh grade, where she participates in sports, other activities,

and after-school events. In addition to early intervention,

Arizona Early Intervention Program (AzEIP) ASDB staff reported that the mother’'s involvement has

The AzEIP is Arizona’s state-wide, interagency
system of supports and services for infants and
toddlers with developmental delays or disabilities
and their families. AzEIP services include
assistive technology devices and services, family
training, physical and occupational therapy,
vision and audiological assessments, orientation
and mobility services, and speech language

played a large role in the student’s success. While her
daughter was young, the Spanish-speaking mother began
learning sign language. Although the mother is not fluent in
ASL, she can communicate with her daughter and is very
involved in her daughter’s education by helping with
homework and communicating with her daughter’s teachers.
The student is progressing academically and scored above
the average ASDB student on MAP reading and math tests

pathology services. The federal Individuals with in second through sixth grades.

Disabilities Education Act, Part C, establishes

AZEIP to help provide eligible children and their ASDB provides early intervention services to sensory-
families access to services to enhance the child’s impaired students through the AzEIP program (see textbox).

development.

The AzEIP program is responsible for providing early

Source: Arizona Depanment of Economic Security AzEIP Web Interveﬂtlon SeI’VICGS to referred Chl|dl’en and the|r famI|IeS to

site.

support children’s development. ASDB is one of the five
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2 American Speech-Language Hearing Association. (2008). Service provision to students who are deaf and hard-of-

hearing: Birth to 36 months [Technical report]. Rockville, MD: Author; and Douglas, McCall, McLinden, & Pavey, 2009.




agencies participating in the AzEIP program.” ASDB’s AzEIP program
responsibilities for sensory-impaired children include evaluating and assessing
the child’s needs within 45 days of a referral; ensuring that the child has an
appropriate Individualized Family Service Plan (IFSP); providing or arranging for
the services on the IFSP in the appropriate intensity, frequency, and duration;
and participating in the transition and review of the child before the child enters
school. In addition, ASDB is responsible for various other tasks such as
coordinating with other AzEIP agencies, providing information for a state-wide
resource directory, and collecting and reporting data to the Department of
Economic Security.

Although ASDB complies with the 45-day requirement to assess children’s
sensory impairment needs and develop a service plan, it can improve in
regards to its other responsibilities within the AzEIP program. Specifically, as
part of the referral process, after a child has been identified as having a hearing

or visual impairment, ASDB is responsible for assessing the child’s sensory As part of/f\g%/éZ,ElP

. . . . . . rogram, IS
impairment service needs and developing a service plan that will address these E’esgonsib@ for assessing
needs within 45 days of a referral. According to an AZEIP official, ASDB meets impsitment soios needs
this 45-day time frame requirement. Adhering to this time frame for assessing g%?] developing 2 Senee
and then developing a plan to address service needs is important because referral.

experts indicate that almost half of newborns who are referred from a hearing
screening do not have appropriate followup to determine the presence of a
hearing loss and to initiate appropriate early intervention services.?

However, ASDB should continue its efforts to improve in several other aspects
of its early intervention program. As of June 2012, ASDB had identified the
following areas for improvement:

o Coordination with other agencies—According to ASDB staff, it is working
with other state agencies that are part of the AzEIP program to collectively
establish contract services, such as therapists, that will allow referred
children and families to begin receiving services more efficiently. According
to ASDB staff, ASDB also plans to work with the Arizona Department of
Education and the Department of Economic Security to establish uniform
guidelines for the use of services provided to children when they transition
out of the AzEIP program and into schools.

o Staff training and certification—According to an ASDB official, ASDB plans
to provide training to its early intervention program staff to ensure that all staff
are using a consistent curriculum for early intervention services when they
work with children and families. In addition, ASDB reported it is taking steps
to ensure that its staff have a Standards of Practice certification as required

1 The five AzEIP participating agencies identified in A.R.S. §8-652 are the Department of Economic Security, ASDB, the
Arizona Department of Health Services, the Arizona Health Care Cost Containment System, and the Arizona Department
of Education. The Department of Economic Security oversees the program.

2 American Speech-Language Hearing Association, 2008
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The Department of
Economic Security’s review
of ASDB's early intervention
program for the period July
2010 through June 2011
found that ASDB did not
provide accurate service
data in a timely manner.

by the AzEIP program, through which staff demonstrate the knowledge
and skills required to provide early intervention services.

Organizational structure and staffing—According to ASDB staff, in June
2011, ASDB appointed a Tucson official to oversee its early intervention
program to help ensure the consistent operation of this program state-
wide. Prior to this change, ASDB's regional cooperatives were responsible
for coordinating and managing early intervention services to children and
their families, which led to some inconsistencies within ASDB’s early
intervention program. In addition, ASDB is planning to revise staff job
descriptions to more accurately reflect the services it provides to children
and their families within the early intervention program and ensure staff
clearly understand their responsibilities.

Outreach to families—ASDB has developed a new Web site that will
provide more detailed information to the public about resources available
through the AzEIP program as well as descriptions of all the programs
provided by ASDB, including early intervention, preschool, and school-age
programs. In addition, ASDB reported that it plans to use other outreach
mechanisms, including social networking sites such as Facebook,
YouTube, and Twitter, to reach more families that might benefit from its
services.

Delays in starting services—ASDB plans to work with the Arizona
Department of Health Services’ Early Hearing Detection and Intervention
program to develop a new system that will allow ASDB staff access to
infant screening records so they can help ensure any child who fails a
screening receives appropriate assessments and other services in a timely
manner. In addition, ASDB is providing training to its staff to ensure any
delays in services are accurately reported to the Department of Economic
Security. The Department of Economic Security uses this information for
federal reporting requirements, to assess the reasons for the delay in
services, and to take appropriate action, if necessary.

Compliance with state-wide AzEIP program requirements—The
Department of Economic Security’s review of ASDB’s early intervention
program for the period July 2010 through June 2011 found that ASDB did
not provide the required monthly service data to the Department of
Economic Security in a timely manner and included inaccurate information
in its database, which generates the monthly service data. The Department
of Economic Security uses the monthly service data to satisfy federal
government reporting requirements for the AzEIP program. The Department
of Economic Security also reported that ASDB'’s IFSPs do not always
contain measurable goals, which are required by federal regulations.
Additionally, the review found that ASDB did not obtain sufficient parent
survey responses from one region of the State. This survey is used to help
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ensure that parents understand their rights regarding early intervention
services and that early intervention services have helped their children learn

and develop.

ASDB has developed performance improvement plans to address areas of
noncompliance with AzEIP requirements. Additionally, ASDB Information
Technology department has developed a plan to address issues with the
current database, and the official responsible for ASDB'’s early intervention
program provided training to staff in December 2011 to help address data entry

practices.

Highly qualified teaching staff important in
subjectmatteraswellasinteachingtechniques—
The federal Individuals with Disabilities Education
Act requires schools to hire highly qualified teachers
to teach students categorized as having disabilities
(see textbox). In addition, the No Child Left Behind
Act requires 100 percent of a school’s teachers of
core academic subjects, such as English,
mathematics, and reading or language arts, to be
highly qualified in the subjects they teach. Therefore,
all ASDB teachers must be highly qualified in
special education, and those who teach core
academic subjects must also be highly qualified in
the subjects they teach. Experts agree that students
make better progress when their teachers are
highly qualified in the subjects they teach, and
students with disabilities make better progress
when their teachers have specialized skills in
educating these students.

Most, although not all, ASDB teachers are highly
qualified in the subjects they teach, according to
ASDB. An Arizona Department of Education report
shows that approximately 10 percent of ASDB'’s
teachers were not highly qualified in hearing-
impaired or visually-impaired special education
and/or in one or more of the subjects they taught
during at least part of the 2011-2012 school year.!
ASDB officials reported that the teachers who do
not meet the requirements are working toward

Highly Qualified Teachers—To be deemed highly
qualified, teachers must have a bachelor's degree
and full state certification or licensure, and
demonstrate competency in each subject taught.

Demonstration of Competency—Teachers can
demonstrate subject competency with a major in the
subject, credits equivalent to a major in the subject,
passage of a state-developed test; a combination of
teaching experience, professional development, and
knowledge in the subject garnered over time in the
profession; an advanced certification from the state;
or a graduate degree.

No Child Left Behind Act Requirements—The No
Child Left Behind Act requires that teachers teaching
in core academic subjects in public elementary and
secondary school are highly qualified.

Individuals with Disabilities Education Act
Requirements—The Individuals with Disabilities
Education Act requires each person employed as a
public school special education teacher to be highly
qualified as a special education teacher.

Core academic subjects—English, reading or
language arts, mathematics, science, foreign
languages, civics and government, economics, arts,
history, and geography.

Source: U.S. Department of Education’s Individuals with Disabilities

Education Act Web site.

v

T ASDB reports its teachers’ status to the Arizona Department of Education on October 1 each year, and according to ASDB,
updates the database occasionally throughout the year. As of May 7, 2012, the database showed that ASDB had 20
teachers out of the 213 listed who were not highly qualified in hearing-impaired or visually-impaired special education and/
or one or more of the subjects they were teaching. Because ASDB does not review and completely update the database
until closer to October 1, the number of teachers who were not highly qualified as of May 7, 2012, is likely higher or lower
than 20. .
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ASDB is working with a
University of Arizona
masters-level program
intended to address the
shortage of highly
qualified teachers needed
to serve students who are
deaf or hard-of-hearing.

*

certification through professional development plans. According to ASDB,
many of these teachers are responsible for teaching multiple subjects, but
may be highly qualified in only one core subject.

According to ASDB staff, acquiring and retaining highly qualified staff is
difficult for many reasons, including a lack of competitive pay and the
challenges associated with obtaining the required certifications. Officials at
other deaf and blind schools and ASDB officials identified three possible ways
that deaf and blind schools can improve their ability to ensure that its students
are taught by highly qualified staff. The first way, used by a private school for
the blind in Massachusetts—offering tuition reimbursement and free room
and board to teachers while they work to become highly qualified—may not
be available to ASDB. The second way, increasing the pool of qualified
teachers in the State, which was suggested by a practice in Missouri, is
already under way in Arizona. Specifically, ASDB is working with the University
of Arizona and reported that it is also working with the Arizona Department of
Education to increase the number of hearing-impaired and visually-impaired
special education teachers in the State. ASDB is working with a University of
Arizona masters-level program that is intended to address the shortage of
highly qualified teachers needed to serve students who are deaf or hard-of-
hearing in Arizona, the Southwest, and the nation. The federally funded
program offers online, full- or part-time courses, and its objective is to
graduate 30 teachers who will be eligible for certification in the State of
Arizona.

A third approach used in Florida may offer additional potential for ASDB to
better ensure that its students take classes from highly qualified teachers.
Specifically, the Florida School for the Deaf and the Blind offers its students
the opportunity to take off-campus classes online. Experts have noted that
Web-based courses can make courses available to students without having
to employ highly qualified full-time teachers in each subject in each schooal,
and that states are choosing to implement online programs for special
education students in order to provide highly qualified teachers in subjects
where highly qualified teachers may be lacking.” According to ASDB officials,
they are considering using online education classes to offer ASDB students
an opportunity to learn from highly qualified subject matter experts, with local
assistance from teachers who are highly qualified to teach sensory impaired
students. In fact, ASDB tentatively plans to enroll two Arizona School for the
Deaf students in math classes at an Arizona online charter school in the 2012-
2013 school year. ASDB should continue to seek opportunities, such as
alternative delivery classes, to increase its students’ access to highly qualified
teachers.

" Thomas, W.R. (2002). Funding web-based courses for K-12 students to meet state educational goals. Atlanta, GA:
Southern Regional Education Board, and Muller, E. (2009). Serving students with disabilities in a state-level virtual K-12
public school programs. Alexandria, VA: National Association of State Directors of Special Education, Inc.
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Post-graduation tracking can help determine student progress and identify
areas that need improvement—Although ASDB has information about
students’ status 1 year after graduation, according to ASDB staff, it does not
compile or analyze the information and use it to improve its programs. Officials
at one state’s deaf and blind schools and a private school stated that tracking
students after graduation is necessary to identify areas in the curriculum that
could use improvement. For example, a state school for the deaf collected
information from its high school graduates to help determine why so many
students were dropping out of post-secondary education programs. The
information gathered indicated students did not feel prepared for dormitory life.
This enabled the school to restructure its high school program so seniors now
live in a dormitory setting that allows students to focus on living skills that are
required to succeed in college.

Similarly, ASDB could use the information collected from recent graduates to
improve its programs. Some comments received from seven students and
families who responded to auditors’ survey of 2011 ASDB graduates suggest
ways ASDB can consider modifying its programs. Specifically:

o Providing additional homework help;

o Offering group living to facilitate life skills development;

o Increasing opportunities to gain work and volunteer experiences; and
o Introducing vocational programs earlier.

ASDB should use the results of its surveys of students after graduation to
measure student progress and to identify and implement enhancements to its
students’ educational programs.

Studying differences in test scores can help narrow achievement gaps—
The No Child left Behind Act requires that all public schools in every state work
towards narrowing achievement gaps in the state as measured by each state’s
standardized test, which in Arizona is AIMS. Studying differences in AIMS
passing rates across ASDB locations may hold some immediate assessment
benefits for ASDB. AIMS test results varied between ASDB's on-campus
students and students receiving services from ASDB’s regional cooperatives
and among the regional cooperatives. At ASDB's three campus schools, 74 to
94 percent of students’ spring math and reading scores fell below standards.
According to ASDB officials, on-campus students have higher needs because
of their disabilities, which may contribute to lower test scores. For example,
some students have secondary physical disabilities that cause absences from
school or learning disabilities that cause additional delays in development.
However, failure rates also varied between the five regional cooperatives.
Students at four of the five regional cooperatives passed AIMS at a higher rate

AIMS test results varied
between ASDB'’s
on-campus students and
students receiving
services from ASDB’s
regional cooperatives and
among the regional
cooperatives.
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than the on-campus students. For example, only 49 percent of the Eastern
Highlands regional cooperative students failed the reading test, compared to
77 percent of students in the Southwest regional cooperative where results
were more similar to results for the on-campus students. Examining these
variances more closely may help ASDB officials determine if teaching
practices vary among locations and whether higher scores in some regions
reflect more effective practices that should be implemented across all
locations.

To increase student achievement at all the regional cooperatives and on-site
campuses, ASDB should determine the reasons for variations in test scores
and identify potential solutions to improve test results, and establish
expectations that each campus and regional cooperative will implement best
practices to improve test performance.

Recommendations:

1.1 To help ensure that children with sensory impairments receive needed services,
ASDB should improve its early intervention program by continuing to take the
following steps:

a. Coordinating with other state agencies that are part of the AzEIP program
to establish contract early intervention services throughout the State;

b.  Working with the Arizona Department of Education and the Department of
Economic Security to establish guidelines for the use of services provided
to children when they transition out of the AzEIP program and into schools;

c. Providing staff training to ensure that all staff use a consistent curriculum
for early intervention services and that staff accurately reflect delays in
starting services in ASDB’s database;

d. Ensuring that its early intervention program staff have Standards of
Practice certifications as required by the AzEIP program;

e. Revising the early intervention staff job descriptions to ensure they
accurately reflect the services ASDB provides to children and their
families;

f.  Providing more detailed information to the public about resources
available through the AzEIP program, as well as descriptions of all the
programs provided by ASDB, including early intervention, preschool, and
school-age programs through its newly developed Web site;
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Using other outreach mechanisms, including social networking sites such
as Facebook, YouTube, and Twitter, to reach more families who might
benefit from its services;

Working with the Arizona Department of Health Services’ Early Hearing
Detection and Intervention program to develop a new system that will allow
ASDB staff access to infant screening records so they can help ensure any
child who fails a screening receives appropriate assessments and other
services in a timely manner; and

Addressing areas identified in the Department of Economic Security’s
review of ASDB’s compliance with state-wide AzEIP requirements.
Specifically, ASDB should:

o Provide accurate and timely monthly service data to the Department of

Economic Security;

o Improve staff data entry practices and establish procedures that will

help ensure the accuracy of data in ASDB'’s database and the monthly
service reports that are generated from the database;

o Ensure that Individualized Family Service Plans contain appropriate

and measurable goals as required by the AzEIP program; and

o Encourage families to complete and return early intervention surveys.

1.2 ASDB should continue to seek opportunities, such as alternative delivery classes,
to increase its students’ access to highly qualified teachers.

1.3

1.4

ASDB should establish a process for compiling, analyzing, and using information
obtained from surveys about its students after graduation to measure student
progress, and to identify and implement enhancements to its students’
educational programs.

To narrow the achievement gaps and increase the AIMS passing rate among its
students, ASDB should:

a.

Determine the reasons for variations in test scores and identify potential
ways to improve test results at the campuses and the regional cooperatives;
and

Establish expectations that each campus and regional cooperative will
implement best practices to improve test performance.
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FINDING 2

The Arizona State Schools
for the Deaf and the Blind
(ASDB) should take several
steps to improve the
operation of its regional
cooperative program,
including more fully
recovering program costs
and strengthening the
oversight and management
of the program. ASDB’s
regional cooperative
program serves as a
resource for school districts
by providing staff and
equipment to sensory-
impaired students in
member districts. However,
some fees charged by the
five individual regional
cooperatives are
inconsistent, and even for
the fees that are
consistently applied across
all cooperatives, ASDB has
no method to determine
whether the fees cover the
cost of the services
provided. In addition to
developing a structured
approach to review and
establish appropriate fees,
ASDB needs to review the
regional cooperatives’
advisory councils’ role in
fee-setting. Additionally,
ASDB should develop a
consistent way for regional
cooperatives to keep track
of student needs and staff
availability, as well as
equipment provided for
students’ use.

ASDB should examine regional cooperative
program service fees and strengthen
program operations

ASDB provides services to students at local school
districts through its regional cooperative program

As authorized by the Legislature, ASDB established a regional cooperative
pilot program and started providing services in 1988, and continues to operate
five regional cooperatives throughout the State (see Figure 1, page 4). The
intent of this program was to enable local school districts to serve deaf, hard-
of-hearing, and visually-impaired students in a cost-effective way by providing
access to a pool of specially trained personnel and equipment provided by
ASDB (see textbox). Regional cooperative staff travel to the participating
school districts and provide services to students as they remain at the schools
in their districts.

Overview of the regional cooperative pilot program

® Provide educational programs and related services to all
sensory impaired students if the school participates in
cooperative program and cannot provide an appropriate
placement for the student within the district.

® Provide supplemental services such as audiological and
vision assessments, specialized curriculum materials and
equipment, and district staff development assistance.

® Costs to be paid by participating schools.
® | ocations decided by ASDB in consultation with districts.

® Fach cooperative advised by committee, including parents,
districts, and local private service organizations.

Source: Auditor General staff summary of Laws 1987, Ch. 363, §19.

y

Each regional cooperative has a director who supervises operations and
various staff, including teachers, interpreters, other specialists, and
administrative staff who work with the member districts’ sensory-impaired
students. Regional cooperative teachers consult with school staff, classroom
teachers, parents, and students; provide specialized direct instruction to
students in their areas of need; prepare curricular modifications and
demonstrate techniques for working with individual students; and assist in
student placement by serving as members of the team that develops each
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In the 2011-2012 school
year, 114 school districts
and 33 other entities
participated in the regional
cooperatives.
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student’s Individualized Education Program (IEP) (see textbox, page 11). Each
regional cooperative also has an advisory council that provides advice on the
administration of the cooperative.

About half of Arizona’s school districts participate in the regional cooperative
program. School districts and other public schools, such as charter schools and
Bureau of Indian Affairs (BIA) community schools, must sign agreements with ASDB
if they elect to receive educational services for their deaf, hard-of-hearing, and
visually-impaired students through the regional cooperatives. In the 2011-2012
school year, 114 school districts and 33 other entities participated in the regional
cooperatives. In the 2011-2012 school year, the regional cooperatives served 1,190
students in these districts. According to a representative from a participating school
district, it benefits the district to participate in the regional cooperative because of the
costs the district would incur to obtain the services for its students elsewhere. Many
of the 116 districts in the State that did not participate in the regional cooperatives fell
into two groups: (1) large districts such as the Mesa, Chandler, and Tucson districts,
which use their own staff to provide these services, and (2) very small districts that
do not have any sensory-impaired students.

The regional cooperatives receive monies from various funding sources to pay for
the services provided to the students in the program. Funding sources for services
provided to students by ASDB's regional cooperatives include the following:

e State General Fund appropriations—ASDB receives an annual appropriation
from the State General Fund for the regional cooperative program. In fiscal year
2013, the appropriation for the program was $803,500. According to ASDB staff,
ASDB uses these appropriations to cover its administrative costs for the regional
cooperatives, such as office rent, utilities, and administrative staff salaries and
employee-related expenses.

e School district membership fees—Each participating school district pays a
per-district membership fee to belong to a regional cooperative. The membership
fees are used to provide services that are not tied to a particular child’s IEP and
include assistance with screening and identification of children, evaluation of
children, and training of school staff.

® Special education vouchers—ASDB receives voucher monies from the
Arizona Department of Education for many of the regional cooperative students
it serves. Generally, ASDB receives voucher monies for students whose primary
disability is a hearing or vision impairment, while districts receive voucher
monies for students with multiple disabilities (see textbox, page 3, for the
definition of multiple disabilities). ASDB and districts work together to decide
which entity will receive the voucher monies. The amount of the educational
voucher is determined by statute, and as of the 2011-2012 school year, the
education voucher was $19,122 for visually-impaired students and $19,008 for
deaf and hard-of-hearing students. If ASDB receives voucher monies for a




student, ASDB pays an amount to the district to reimburse the district for services
the district provides to the student such as transportation and any educational
services not provided by the regional cooperative.

®* Fees for services—When a district rather than ASDB receives the Arizona
Department of Education voucher payment, it pays ASDB a fee for the services
ASDB provides. These services include ongoing assessment, instruction,
provision of equipment, and vocation counseling. The costs for services under the
fee-for-service structure depend on the number of hours of service provided. As
shown in Table 3 (see page 30) the levels of service, types of service, and annual
fee-for-service charges are uniform among all the cooperatives. For example,
districts pay $5,245 per year for a student who receives 1.5 hours of services per
week, and $21,500 per year for a student who receives 10 to 15 hours of services
on a weekly basis.

e Additional fees—ASDB receives additional monies from districts for services that
exceed what is outlined in the membership fees or fee-for-service amount. For
example, one regional cooperative’s membership fee for districts with less than
200 students covers 26 audiological assessments. If the number of assessments
exceeds 26, the cooperative charges $20 for each additional audiological
assessment.

ASDB should examine fees for regional cooperative
program services

ASDB should systematically examine the various fees that regional cooperatives
charge, make them more consistent, and ensure that they cover the costs of the
services provided. Although fee-for-service amounts and services are consistent state-
wide, many other fees or payments, such as membership fees paid by participating
districts and reimbursements paid to districts for transportation and other services, are
not consistent across regions. These inconsistencies create inequities in which some
districts’ payments subsidize other districts’ expenses. Further, ASDB has not
determined if the fees paid by districts for services provided by regional cooperative
staff cover the costs of the services. To resolve these issues, ASDB needs to develop
and implement a structured approach for determining appropriate fees and payments.

Membership and supplemental fees charged to districts and payments
to districts are inconsistent—ASDB has not established policies or
procedures for determining appropriate membership and supplemental fees for
school districts that participate in regional cooperatives or for determining the
amounts that the regional cooperatives should pay to reimburse district schools for
services provided to students for whom ASDB receives voucher monies. Instead,
each regional cooperative has developed its own membership fee and list of
services included in the membership fee. In addition, some have established

Each regional cooperative
has developed its own
membership fee and list
of services included in the
membership fee.
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Table 3:  Services Provided by Regional Cooperative Staff
School Year 2011-2012

Service
Service Level Type of Service Hours of Service per Year'
Limited direct service 1 hour a month and
Consult indirect no equipment $2,800
provided
Ongoing assessment and limited service 1 hour a month and
Consult direct no equipment 2,800
provided
Ongoing assessment, specialized and direct
Level | itinerant? instructipn, provisipn of quipment, vocat?onal 1.5 hours a week 5,045
counseling, and direct service to student in
amplification use and listening skill training.
Ongoing assessment, provision of equipment,
and vocational counseling. Direct services to
student in language, reading, vocabulary,
Level Il itinerant? speech development, math, science, and 1.5-3 hours a week 7,335

social studies. Direct service to student in
amplification use, listening skill training, and
sign language instruction.
Ongoing assessment, provision of equipment,
and vocational counseling. Direct services to
student in language, reading, vocabulary,
Level lll resource® speech development, math, science, and 3-5 hours a week 11,000
social studies. Direct services to student in
amplification use, listening skill training, and
sign language instruction.
Ongoing assessment, provision of equipment,
and vocational counseling. Direct services to
student in language, reading, vocabulary and
speech development, math, science, and
Level IV resource® social studies. Direct services to student in 5-10 hours a week 16,260
amplification use, listening skill training, sign
language instruction, sign language
interpreting and note taking, and classroom
tutor or instructional aide.
Ongoing assessment, provision of equipment,
and vocational counseling. Direct services to
student in language, reading, vocabulary and
speech development, math, science, and
social studies. Direct services to student in
feralivliesoliices amplification use, listening skill training, sign 1871 T ELEES LAY
language instruction, sign language
interpreting and note taking, and classroom
tutor or instructional aide.

The rates for BIA community schools are set by a separate process.

According to a regional cooperative official, a teacher typically provides an itinerant level service a couple of
times a week and the student receives visually-impaired or hearing-impaired services that complement the
district teacher’s teaching curriculum.

w

According to a regional cooperative official, a teacher provides a resource level service on a daily basis. The
student might receive some services from the district teacher.

Qouree: Auditor General staff compiled information from ASDB's regional cooperatives. /
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additional supplemental fees. Further, each regional cooperative has determined an
amount it reimburses to districts for services the districts provide to students for
whom ASDB receives Arizona Department of Education voucher monies even
though the voucher amount is the same regardless of which district or cooperative
the student comes from. The resulting amounts vary, and the regional cooperatives
explained that the differences have historically existed. Specifically:

® Membership fees differ among regions—The regional cooperatives use
different tiers for grouping districts and setting membership fees based on
student population within the district (see Table 4). For example, the Southwest
regional cooperative has three tiers—districts with less than 500 students, 501
to 2,000 students, and more than
2,000 students, with different fees for f
each tier. However, the Eastern Table 4:  Regional Cooperative Membership Fee Structure
Highlands regional cooperative has School Year 2011-2012
five tiers ranging from under 200

Regional Number of
studentg 10 ,5’000 or-more studeqts, Co?)perative Tiers Membership Fee
again with different fees for each tier. Southeast 4 $260 up to $820
Additionally, as shown in Table 4, the Desert Valleys 5 $280 up to $1,000
range of membership fees charged North Central 4 $240 up to $720
by each regional cooperative for their . BltA SCEQ%'?W . g gggg up EO 21 888
; - : ; astern Highlands up to $1,
various tiers differs for each regional Southwestg . 3500 ug 0 $1.250

cooperative. For example, the fees for
the tier comprising the regional

COOpe athe’S S 61”5 S | | S Aud | I s of data received I ASDBS egIo al
: : . 2: I I . i (;le el i It i ’ i
I ource (6] neral stalt analysi i1 !

cooperatives.
2012.

T Bureau of Indian Affairs community schools.

® Services covered by membership fees differ among cooperatives, and
some cooperatives charge supplemental fees for services, while others do
not—The services covered by the membership fees also differ from region to
region. As a result, some regional cooperatives charge additional fees for
supplemental services that some regional cooperatives include in the set of
services covered by the membership fees. For example, although most regional
cooperatives include district staff training in the membership fees, one regional
cooperative charges a separate fee of $25 per person to train district staff in
conducting hearing screenings. Another regional cooperative has additional
charges for certain services if they are provided to fee-for-service students—3$71
per hour for mobility and orientation training and $45 per hour for interpreter
services. The other three cooperatives have not established similar additional
charges and instead provide these types of services with no additional charges.

®* Reimbursements to districts inconsistent and not based on actual services
provided by districts—As previously mentioned, ASDB receives voucher
monies for students whose primary disability is a hearing or vision impairment
and for whom ASDB assumes the primary educational responsibility within
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Table 5:

Southeast

Desert Valleys

North Central

Regional Cooperative

Regional Cooperative
Reimbursements to Districts
School Year 2011-2012

Reimbursement Amounts
Per Voucher Student

N

these students’ home school districts. If ASDB receives voucher
monies for a student, ASDB reimburses the district for services
the district provides to the student such as transportation and
any educational services not provided by the regional
cooperative. However, the regional cooperatives have set
differing reimbursement amounts, even though the voucher

Eastern Highlands

Southwest

educational transcriber.

Source:

Without educational interpreter, instructional assistant,
orientation and mobility, and rehabilitation therapy.

With educational interpreter, instructional assistance,
orientation and mobility, rehabilitation therapy, and
If the student receives services involving two or more staff.

If a full-time sign interpreter or instructional assistant is
assigned to the regular education classroom.

Auditor General staff compiled information from
K ASDB's regional cooperatives.

82,000 amount is the same regardless of which district or cooperative
or the student comes from. As shown in Table 5, the per-student
$0? amounts range from no reimbursement for students in the
$3,500 southeast region who are receiving specified services from the
$2,700 regional cooperative to $3,500 annually for all students in two
o regions and for some students in a third region.
$£3’55?88 The cumulative result of these inconsistencies can be substantial.
' Table 6 (see page 33) shows examples of the differences that
$3,500

can result, both for voucher students—those students for whom
or ASDB receives the Arizona Department of Education voucher—
and for those students for whom the district receives the
voucher. For a visually-impaired voucher student, regional
cooperative 1 receives amembership fee of $260 and reimburses
the district $2,000, while regional cooperative 2 receives a
membership fee of $500 and reimburses the district $3,500. As
a result, regional cooperative 1 has $17,382 to cover the
students’ costs, while regional cooperative 2 has $16,122 to
cover the students’ costs, which is a difference of $1,260. For
fee-for-service students, the difference is less—$240—because
it relates only to the membership fee. As a result, the regional
cooperatives can have a different amount of monies per student

$1,500°

ASDB has not evaluated
whether the membership
fees and fee-for-service
amounts cover the costs
of the services provided to
regional cooperative
students.

to cover the same services.

ASDB unable to determine if fees are adequate to cover costs—
ASDB policy requires its regional cooperatives’ advisory councils to recommend
a fee structure that will cover all costs of services that are not covered by legislative
appropriations. However, ASDB has not evaluated whether the membership fees
and fee-for-service amounts cover the costs of the services provided to regional
cooperative students. Although ASDB does not have records of past fees, officials
at three regional cooperatives reported that fees had not been changed since at
least 2007, and a fourth regional cooperative official said fees had not been
changed since before 1997. The fifth regional cooperative official reported that
fees had not changed since before 1992. Additionally, in fiscal year 2011, the
ASDB Cooperative Services Fund’s fund balance decreased, suggesting the fee
amounts may be inadequate to cover costs. Two regional cooperatives prepare a
report that shows some of the revenues and expenses associated with a district’s
students if the district requests the report. However, because this report does not
include all revenues and expenses and is prepared by only two of the five regional
cooperatives, ASDB cannot rely on it to determine whether its fees are adequate.
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Table 6:  Example of Differences in Regional Cooperative Service Costs
School Year 2011-2012

Voucher Students Regional Cooperative 1 Regional Cooperative 2 Difference
Membership fee $ 260 $ 500 $ 240
Voucher 19,122 19,122 0
Reimbursement to
district (2,000) (3.500) (1,500)
Total per student 17,382 16,122 $1,260
Fee-For-Service
Students Regional Cooperative 1 Regional Cooperative 2 Difference
Membership fee $ 260 $ 500 $240
Level Il itinerant 5,245 5,245 0
Total per student 5,505 $5,745 $ 240

Source:  Auditor General staff compiled information from ASDB'’s regional cooperatives.

~

Although regional cooperatives independently establish their fees, ASDB combines
the revenues to pay regional cooperatives’ costs throughout the State. For example,
at the end of fiscal year 2011, the North Central regional cooperative’s portion of the
ASDB Cooperative Services Fund’s fund balance was negative $129,118, while the
Desert Valleys regional cooperative’s portion was more than $2.5 million. ASDB
used monies from the Desert Valleys regional cooperative to purchase 29 cars for
all of the regional cooperatives and to pay for a conference attended by all regional
cooperative staff. In effect, Desert Valleys regional cooperative member school
districts were subsidizing other regional cooperatives’ expenses.

ASDB needs to adopt structured approach to establishing fees—To

address the problems regarding inconsistencies in some fees and to determine
whether its fees cover the cost of services provided, ASDB needs to adopt a
structured fee-setting approach. A structured approach would allow ASDB to
evaluate current fees and propose new fees that would (1) fully cover costs related
to the services provided by the regional cooperatives and (2) ensure that specific
fees are appropriate for the services.

Mississippi’s Joint Legislative Committee on Performance Evaluation and Expenditure
Review (PEER) developed an approach for evaluating and setting fees that may
assist ASDB." PEER’s approach consists of a decision model for establishing or
increasing government fees, called the Theory of Fee Setting in Government, as well

T Joint Legislative Committee on Performance Evaluation and Expenditure Review. (2002). State agency fees: FY 2001
collections and potential new fee revenues. Jackson, MS: Author.

Although regional
cooperatives independently
establish their fees, ASDB
combines the revenues to
pay regional cooperatives’
costs throughout the State.
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If ASDB continues its
practice of reimbursing
school districts, it should
develop a process to
determine the appropriate
amount of these
reimbursements.

*

as guidance on implementing new fees.! Figure 3 (see page 35) summarizes key
concepts from PEER’s approach.

ASDB’s approach should include the following:

® Assessing efficiency of operations—ASDB should assess the efficiency of its
operations to ensure costs are as low as possible and document the results of
its assessment. As ASDB assesses the efficiency of its operations, it should
seek to minimize costs where possible.

® Developing a cost-accounting method—ASDB should determine whether to
consider costs independently for each regional cooperative or in combination
on a state-wide basis, and then develop and finalize a method for tracking and
allocating relevant service and equipment costs.

® Developing fees based on relevant costs—Io help ensure fees are
appropriate and equitable, ASDB should identify the actual costs for specific
services for which fees are charged. In addition, fees should take into account
factors that affect the cost of the specific service. For example, some regional
cooperatives may incur more costs for transportation because these regional
cooperatives must transport staff and/or equipment greater distances to reach
the districts they serve.

Once developed, ASDB should use this approach to assess its fees and establish
new fees. If the new fees are substantially higher than existing fees, ASDB should
consider phasing in the increases over time. In addition, ASDB should develop and
implement policies and procedures for using the method to establish new fees.

ASDB should also develop a systematic way to determine whether and how much
to pay school districts for services provided to students for whom ASDB receives
Arizona Department of Education voucher monies. ASDB is not statutorily required
to pay the districts, but it has historically chosen to reimburse the districts for
transportation and other services. If ASDB continues its practice of reimbursing
districts, it should develop a process to determine the appropriate amount of these
reimbursements.

Regional councils’ role in fee-setting needs review

As ASDB develops a structured approach to setting fees, it also needs to examine
the fee-setting role played by the regional cooperatives’ advisory councils. Each
regional cooperative has an advisory council comprising representatives from

1 According to PEER, the approach was based on a review of academic literature, economics theory, and policies and
procedures from various states and the United States and Canadian governments.
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Figure 3. Mississippi Joint Legislative PEER Committee’s
Structured Fee-Setting Process
Developed for State Government

Determine whether fees or taxes should fund the service
Who benefits from the service: individuals, the public, or both?
. Fees should finance services that benefit individuals.
e  Taxes should finance services that benefit the public.
e  When both individuals and the public benefit from a service, financing can come
from both fees and taxes.

\

Identify and analyze legal issues
o Are fees limited by statute? If so, is legislation required to change them?
e  Should administrative rules be revised?

\

Identify the fees’ purpose
e  Should fees cover the cost of providing the service?
e  Should fees be set to influence behavior?
e  Should fees be set to encourage compliance with program regulation and goals?

\4

Assess factors influencing fee amount
e  What effect will fees have on those who pay them?
What effect will fees have on annual revenue?
What do similar states charge for the service?
Will the public accept the fees’ necessity?
Is the Department subsidizing other government operations?

\4

Determine appropriate methodology for setting fees
e Determine if there is a comprehensive cost accounting system.
e  Seek to reduce costs as much as possible.
. Measure direct and indirect costs of the time staff spends in service activities.
°

Determine economic impact on regulated entities.

\

Implement fees
e  Obtain amended legislation and regulation as needed.
. Prepare those who pay fees for changes by providing advanced notice and
explaining the purpose and reasoning of new fees.
e Train staff to answer questions regarding the new fees.

\Z

Periodically assess revenue, costs, and program outcomes to
update fee amounts

Source:  Auditor General staff analysis of fee-setting model.
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ASDB should determine
whether to continue with
advisory councils for each
regional cooperative or if it
would be more appropriate
to establish a single
advisory council for all of
the regional cooperatives.

participating public schools and ASDB staff. These councils have taken on the
responsibility of approving membership fees and reimbursement amounts.

Although neither statute nor ASDB policy requires an advisory council vote to
increase a regional cooperative’s membership fee or propose other changes in
reimbursement amounts, at least four of the regional cooperatives rely on the council
members’ vote to do so. The regional cooperatives hold annual or more frequent
meetings with their respective advisory councils. During these meetings, regional
cooperative staff inform council members of the regional cooperative budget, the
number of participating member districts, and any other important information
affecting the operations of the regional cooperative.

For two reasons, setting fees appears to be an inappropriate role for the advisory
councils. First, it goes beyond the role for these councils established in ASDB policy.
Under ASDB policy, the councils’ duties include making recommendations about
membership fees, but not actually setting them. By allowing the councils to determine
fees instead of providing recommendations for ASDB management to consider,
regional cooperative staff appear to have misinterpreted the advisory council’s
responsibilities. Second, in the kind of structured fee-setting approach discussed
earlier, the information needed to set appropriate fees would be most fully available
to management, and not the advisory councils. ASDB should modify its policy to
remove the provision that advisory councils will recommend a membership fee
structure.

Additionally, ASDB should determine whether to continue with advisory councils for
each regional cooperative or if it would be more appropriate to establish a single
advisory council for all of the regional cooperatives. There is no statutory or regulatory
requirement for the regional cooperatives to have advisory councils. Instead, the
advisory councils have evolved over time from earlier requirements outlined in the
regional cooperative pilot program legislation, which is no longer in place. Specifically,
when the regional cooperative pilot program was introduced in 1987, legislation
required ASDB to establish an advisory committee for each cooperative to provide
advice on the administration of the cooperative. The advisory committee included
parents, representatives from local private organizations that provide services to the
sensory impaired, and representatives of participating school districts. Current
regional advisory councils do not include parents or representatives of local private
service organizations.

The administrative duties outlined in ASDB policy regarding advisory councils could
be addressed by a state-wide council that includes representatives of participating
districts throughout the State and could also include parents and representatives of
private service organizations. Alternatively, ASDB could consider retaining the
regional advisory councils butinclude parents and service organizationrepresentatives,
similar to the way the councils were envisioned in the pilot program legislation. ASDB
should determine and implement the appropriate structure for the advisory councils.
Regardless of how the advisory councils are structured, ASDB management needs
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to provide oversight to ensure council authority in practice does not exceed the

advisory role outlined in ASDB policy.

Regional cooperatives are not consistent in tracking
resources

Regional cooperatives do not use the same systems to track resources, meaning that

students potentially may not receive the resources they need. Specifically:

Education staff services—The regional cooperatives use different systems to
keep track of student needs, such as the need for an educational interpreter, and
the availability of educational staff such as interpreters, teachers, and therapists.
Each regional cooperative uses either a computer program such as Microsoft
Access or hard copy forms to manage its student caseload.

Equipment inventory—The regional cooperatives use different systems to track
and manage the educational equipment provided to the students in local school
districts, such as braille writers and educational books. Some regional cooperatives
use a hard copy inventory tracking system, and others do not use an inventory
tracking system at all. Additionally, ASDB lacks a state-wide inventory system to
track equipment owned by all of its regional cooperatives.

Consistent tracking could help ensure that students have access to all the educational
services and equipment they need. For example:

Providing resources when students move across cooperatives—Regional
cooperative officials reported that students move from one cooperative to another,
and because the regional cooperatives do not use the same computer programs
to track educational services, it can be hard to transfer the services to the
student’s new school.

Identifying underused resources—Because there is no state-wide inventory of
equipment resources, some regional cooperative officials reported that they
informally call one another if they need equipment that might not be in use by
another regional cooperative. Without a state-wide inventory, equipment could be
going unused in one region that could benefit students in other regions.

Training staff—Regional cooperative officials also stated that a single computer
program used by all regional cooperatives would make it easier to train staff and
IT support staff on how to use the program to track these services.

ASDB could use systems it has developed or is developing for other programs to
better track and manage educational services and equipment in the regional
cooperatives. Specifically:

ASDB lacks a state-wide
inventory system to track
equipment owned by all of
its regional cooperatives.
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ASDB is developing an in-house computer program to track and manage the
schedules of the education services in the birth to 3 program discussed in
Finding 1 (see pages 9 though 25). This program administers these services
throughout the State. Once developed and tested, the regional cooperatives
should use this program to track and manage the educational services that are
provided to students by the regional cooperatives.

As of January 2012, ASDB purchased and implemented an inventory system to
track on-campus assets. The regional cooperatives should use this same
system to track and manage the inventory of the equipment provided to the
students in the regional cooperatives.

Recommendations:

21

2.2

To ensure its fees more fully reflect its costs, ASDB should develop a structured
approach to evaluate current fees and implement new fees that would cover all
costs related to the services provided by the regional cooperatives that are not
covered by legislative appropriations, and ensure that specific fees are
appropriate for the services. In developing this approach, ASDB should do the
following:

a. Assess the efficiency of its operations to ensure costs are as low as
possible and document the results of its assessment. As ASDB assesses
the efficiency of its operations, it should continue seeking to minimize
costs where possible;

b. Determine whether to consider costs independently for each regional
cooperative or in combination on a state-wide basis, and develop and
implement a method for tracking and allocating relevant ASDB costs;

c. ldentify the actual costs for specific fees, including membership fees, fee-
for-service costs, and additional supplemental service costs to help
ensure fees are appropriate and equitable. In addition, fees should take
into account factors that affect the cost of the specific service; and

d. Develop and implement policies and procedures for using the method to
develop appropriate fees.

ASDB should develop a systematic way to determine whether and how much
to pay school districts for services the districts provide to students for whom
ASDB receives Arizona Department of Education voucher monies.
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2.3 ASDB should provide more oversight to ensure that advisory councils play an
appropriate role in the regional cooperative program by:

a.

Modifying its policy to remove the provision that advisory councils will
recommend a fee structure;

Determining and implementing the appropriate structure for the advisory
councils, such as a single state-wide advisory council composed of
participating school district representatives and parents and representatives
of local private service organizations, or regional advisory councils that
include parents and local private service organization representatives; and

Ensuring that its councils adhere to the advisory role and responsibilities
outlined in ASDB policy.

2.4 ASDB should establish a single, consistent system for managing and tracking
regional cooperative resources by:

a.

Expanding the use of ASDB’s in-house computer program for tracking and
managing birth to 3 program educational services, once the program has
been developed and tested, to track and manage educational services
provided to students in the regional cooperatives; and

Using ASDB's inventory system for on-campus assets to track and manage
the inventory of equipment provided to students in the regional cooperatives.
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FINDING 3

Although the Arizona State
Schools for the Deaf and
the Blind (ASDB) has made
some improvements to its
information technology (IT)
practices since the Arizona
Department of
Administration (ADOA)
assessed those practices
in 2009, several additional
improvements are needed
to help ensure that student
and school information is
properly safeguarded.
Specifically, auditors found
that continued weaknesses
have led to critical
vulnerabilities in several IT
areas. These include IT
security management,
disaster recovery, and data
backup. ASDB should first
prioritize and then correct
these IT weaknesses to
minimize the impact these
vulnerabilities and security
threats could have on its
operations.

ASDB needs to improve its information
technology practices

IT systems used extensively and contain sensitive
data

ASDB uses IT systems extensively. In addition to administrative functions such
as payroll and accounting, ASDB'’s IT systems track and monitor student
information, including personal and medical information regarding students’
hearing or vision impairments and other disabilities, as well as information
about their educational performance. This type of information is private, and
two federal laws—the Health Insurance Portability and Accountability Act
(HIPAA) and the Family Educational Rights and Privacy Act (FERPA)—require
that such information be protected against unauthorized disclosure. ASDB
also uses IT in the classroom as part of a variety of adaptive teaching and
learning techniques for its students with hearing and vision impairments.

ASDB’s IT department, which consists of nine full-time employees, supports
technology for staff and students across its three campuses and five regional
cooperatives. This support includes administering and supporting user
workstations, servers, assistive and educational technologies, critical business
applications and services, and various other network devices.

ASDB has not addressed critical IT weaknesses

State information security experts and auditors have identified critical
weaknesses in ASDB’s IT environment. These weaknesses have persisted for
several years. In 2009, ASDB engaged ADOA’s Information Security group to
assess ASDB's information technology environment. The resulting report
identified several gaps between the existing state of ASDB’s IT environment
and best practices and made recommendations for how ASDB should
address the deficiencies. The report also found that ASDB’s IT department had
received little strategic direction or oversight from ASDB management.

Although ASDB has made some efforts to address the weaknesses ADOA
identified, auditors found that critical IT weaknesses still exist. Specifically,
auditors found that ASDB’s IT security controls are weak, its disaster recovery
planning is inadequate, its data backup strategy is flawed, and it has no data
classification process to help ensure that the information it maintains is
sufficiently protected. ASDB officials stated that the IT department lacks the
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Auditors found weaknesses
in several key areas,
including ASDB's efforts to
assess risk and monitor its
systems, secure its
networks from attacks, and
deploy updates and
patches on computers and
servers.

Hacker attack and virus were
undetected

ASDB did not identify a computer at the
Phoenix Day School for the Deaf that
had already been hacked by an
unknown attacker. The computer also
contained a persistent virus infection,
and an unauthorized backdoor account
had been created—an account that
allows a hacker access to the system.
ASDB became aware of this issue only
after auditors brought it to ASDB’s
attention, after which ASDB acted to
remove the computer from its network
and repair it.

Source: Network security scans performed and

analyzed by Auditor General staff.

staff and resources necessary to address all of ASDB’s IT issues and needs. As a
consequence, it has not prioritized addressing the recommendations made in
ADOA'’s report, which has contributed to the lack of progress in addressing and
resolving weaknesses. In October 2011, the department had turnover in a key
position when ASDB’s IT Director left. At that time, the existing IT security specialist
was made the interim IT Director but also retained his responsibilities for security. As
of June 2012, ASDB had still not appointed a permanent IT Director.

IT security controls are weak—ASDB's controls over IT security are weak, and
its systems are susceptible to attack. According to IT standards and best practices,
effective security management helps protect IT assets and minimizes the impact
that security vulnerabilities and incidents could have on IT operations. Security
monitoring is also essential to help ASDB comply with federal laws and regulations
designed to protect sensitive information, financial aid records, and health
information. Despite the critical importance of effective IT security management,
auditors found weaknesses in several key areas, including ASDB's efforts to
assess risk and monitor its systems, secure its networks from attacks, and deploy
updates and patches on computers and servers. Specifically:

Failure to assess risk and adequately monitor systems—ASDB's IT
Department does not perform regular risk assessments or security reviews of
ASDB’s IT environment, which can cause ASDB to be unaware of potential
threats that may exist within its IT environment. For example, threats such as
potential loss of data, unauthorized access to systems, and disruption of
services, can be identified through an effective risk assessment process. Risk
assessments are also used to help determine the controls needed to reduce

the risk associated with those types of threats. IT standards and best

o

practices state that critical business applications, computer installations,
networks, and systems should be subiject to risk analysis on a regular
basis.

In addition, ASDB’s monitoring activities are insufficient. Although
ASDB has several software applications for logging information about
the status, performance, and utilization of servers and networks, it
does not have specific procedures or responsibilities defined for who
should review events or how it uses and follows up on the information
it collects. Further, ASDB does not perform any logging or monitoring
of its network to identify specific events, such as intrusions or attacks.
As a result, network security scans performed by auditors found that
ASDB had not detected an attack on a computer at the Phoenix Day
School for the Deaf (see textbox). IT standards and best practices state
that a logging and monitoring function will enable the early prevention
and/or detection and subsequent timely reporting of unusual and/or
abnormal activities.
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® Inadequate network controls—ASDB's IT network does
not have adequate controls to secure it from outside ~ Auditors were able to gain unauthorized
attacks. According to IT standards and best practices, ~ 2€cess to sensitive information
organizations should implement security techniques and ~ Auditors were successful in exploiting
management procedures to control access to and vulnerabilities to create.unauthorlzec? accounts
information available within its computer networks. Egrﬁesggnsdegesrss\‘/vgzzmaﬁi%Egtztiif;is::sr o
Auditors found, however, that ASDB, in an effort to utilize eneiveeiltentani) ]including Hanes i
assistive technology for some of its students, configured dates. contact information, medical

one part of its network using outdated controls that are  sonditions, doctor evaluations, and results of

known to be susceptible to attack. As a result, auditors academic testing.

were able to compromise these controls and obtain

unauthorized access to the school's network. This — SoUe® Eféii?gr g;?esrzztgﬁwork seourity performed by

access provided auditors with the ability to identify and 4

take advantage of additional vulnerabilities (see textbox).

® Poor patch and vulnerability management—ASDB lacks an effective process
for deploying updates on computers and servers and is running some critical
systems on outdated software. Hardware and software vendors periodically
issue updates, or patches, to their products to correct security vulnerabilities
and other bugs and to improve usability and performance. The process of
reviewing updates, establishing a plan to apply them, and applying them as
appropriate is called patch management. Failure to apply updates in a timely

manner may leave systems susceptible to known vulnerabilities. Auditors’ scan Auditors’ scan of ASDB’s
, . i " e network identified
of ASDB’s network identified numerous critical vulnerabilities on computers and numerous critical

vulnerabilities on

servers because updates had not been applied to these devices. Through computers and servers
further test work, auditors were able to exploit some of these vulnerabilities and Eggguasgplﬂggﬁgefhggg not
gain unauthorized access to sensitive information as discussed above. T devices.

standards and best practices indicate that organizations should have a
systematic, accountable, and documented process for managing exposure to
vulnerabilities through the timely deployment of patches.

In addition, auditors found that ASDB has critical systems running on versions
of software that are no longer fully supported by the vendor. Security risks are
higher when systems are using unsupported software because the vendor will
no longer release patches or updates to their software to address potential
vulnerabilities. As a result, vulnerabilities are not corrected and may be more
likely to be exploited.

Disaster recovery planning is inadequate—ASDB's IT Department is
responsible for maintaining ASDB’s networks and computer systems, and the
critical student information, sensitive employee information, and the various
applications used to aid visual and hearing-impaired students that are kept on those
networks and computer systems. ASDB does not have a comprehensive, formal
disaster recovery plan to help it recover these systems and the information and
applications on them in the event of a disaster, despite the importance of having
one. Instead, it has various technical documents and information, such as IT
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Disaster recovery planning
is a critical business
requirement for
organizations that rely
heavily on technology.

equipment inventory lists and lists of computer services running on its IT systems,
which are needed to perform its day-to-day IT operations. However, these
documents and information fall short of what ASDB would require to restore its
operations in the event of a disaster.

Disaster recovery planning is a critical business requirement for organizations that
rely heavily on technology. A properly considered, current, and well-documented
disaster recovery plan minimizes the likelihood and impact that a major IT service
interruption will severely affect key business functions and processes. A formalized
disaster recovery plan is essential to bringing operations back and minimizing
system downtime so organizations can recover data and network operations
quickly and return to normal business operations.

Auditors found that, in addition to the lack of a comprehensive disaster recovery
plan, the documents related to disaster recovery planning that ASDB does have
are inadequate. For example, ASDB does not have any procedures documented
to help them recover systems and information in the event of a disaster, and ASDB
fails to regularly test its IT systems. Specifically:

e System documents outdated and unorganized—ASDB relies on various
documents to provide technical information about its network infrastructure,
such as IP addresses of its servers and backup configurations. However,
these documents are generally outdated, unorganized, and do not contain all
essential information necessary for a disaster recovery plan. For example,
auditors discovered multiple devices that were unaccounted for in ASDB’s
documentation. During the audit, ASDB began working on updating this
technical documentation.

® Recovery procedures not documented—ASDB does not have any
procedures or contingency steps documented to help it to recover information
and systems after a disaster. For example, ASDB does not address the order
in which to recover servers, the minimum required computing capacity
needed to temporarily run operations, disaster recovery training, and other
areas critical to disaster recovery. In addition, although ASDB has a disaster
recovery team member contact list, a critical team member was unaware of
their roles and responsibilities. Furthermore, as of January 2012, ASDB stores
these documents only on a single server located in Tucson, with no physical
copies available. Therefore, if the Tucson campus experienced a disaster,
ASDB staff may be unable to locate necessary documentation needed to help
them to recover its information and systems.

®* No testing of information systems—ASDB does not test its information
systems to determine what it would take to recover them under different
scenarios, such as losses resulting from sustained lack of power, theft, fire,
and natural disasters, and therefore may not be aware of weaknesses that

State of Arizona

page 44



may impede its efforts to recover its data and systems in the event of disaster
incidents.

IT standards and best practices recommend that organizations implement a
formalized disaster recovery plan and to periodically review and update the plan as
necessary. These standards and best practices specify that the plan should
encompass all systems and infrastructure components for which the organization is
responsible and should address important elements such as regulatory and
contractual requirements, the organization’s overall business continuity needs, IT
resource management requirements, an analysis of business impacts, risk
assessments, emergency procedures, testing, and ongoing maintenance
requirements of its disaster recovery efforts. Organizations should also periodically
test their disaster recovery plan so they can discover their strengths and weaknesses
and update the plan based on the results of the test. Additionally, IT standards and
best practices also recommend that organizations have copies of their disaster
recovery plan in both digital and physical form, and that copies also be stored off-
site. Further, the plan should also explicitly state who is involved in the disaster
recovery team and what their roles and responsibilities are, what systems are most
critical, the order in which to recover systems, and any other pertinent information
required to bring the infrastructure back up as quickly as possible. Such a plan will
also provide the organization with a systematic list to address how to bring the
organization back to normal operations.

In the event of a disaster, ASDB will likely experience greater system downtime In the event of a disaster,
. . . . . ASDB will likely experience

because it does not have a plan in place to direct its actions and respond to greater system downtime
; ; ; ; ; because it does not have
unfavorable events. Instead, ASDB will have to adapt quickly to the situation while a plan in place to direct its

the disaster is occurring. Further, because ASDB stores its documents on-site and 3%2&;;&2 gefea?gd to
does not have physical copies, staff may not be able to access needed documents

if the server where documents are stored is affected by the disaster, and as a result,
they may be unable to perform their specific job functions.

Data backup strategy is flawed—ASDB lacks an effective data backup strategy.
Data backup is an essential process by which organizations duplicate original data
in another location to allow for recovery if it becomes inappropriately or mistakenly
deleted, corrupted, lost, stolen, or otherwise modified. At ASDB, only a portion of its
data is backed up, and what is backed up is done using different methods and/or
software applications that vary from server to server. In addition, users store some
critical data on computer hard drives that are not part of ASDB’s backup process
and may not be backed up at all. Further, although ASDB’s main backup location is
its Tucson campus, backups at its other sites are done in a decentralized manner
with data stored on external hard drives kept at those locations. As a result of this
lack of standardization, ASDB has compatibility issues that may affect its ability to
recover the data should it need to. Additionally, the data it does back up is not
tested, encrypted, or stored offsite. Because ASDB does not test its data for
recoverability, it only recently discovered that some of the data saved on its backups
was not able to be recovered.

N
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Backing up systems and
data is critical to prevent
data loss and sustain
operations in the event of
a major disruption or
disaster.

*

According to state policy established by the ADOA'’s Arizona Strategic Enterprise
Technology Division, agencies should back up their data periodically using a
defined cycle, as determined by the agency, based on the criticality of their
business processes. It also specifies that backups should be stored in a secured
offsite location to be accessible from another location if the affected location
becomes unavailable. Data containing confidential information should be further
protected by using encryption technologies that would make the data unreadable
to unauthorized users. In addition, backups should be tested regularly to ensure
successful recovery of data.

Backing up systems and data is critical to prevent data loss and sustain operations
in the event of a major disruption or disaster. Failure to properly back up data and
systems could limit ASDB’s ability to restore critical data and operations. The IT
department acknowledges having issues with recovering its data successfully
because of the current design of its backup strategy.

No data classification process—rFinally, ASDB does not have a process in
place to identify and classify data. As a result, ASDB may not be applying proper
security and protection techniques to adequately safeguard the sensitive
information it maintains from unauthorized or improper use. Information such as
students’ social security numbers, medical records, full names, addresses, phone
numbers, birth dates, and other personally identifiable information would be the
type of data requiring special protection.

According to IT standards and best practices, an effective data classification
process should help an organization identify and develop guidelines and
processes to protect the information it possesses based on requirements such as
confidentiality, legal obligations, reputation and organizational risks, and
importance. Such a process should consist of an inventory of information that
includes details about data ownership, a definition of appropriate security levels
and protection controls, and a brief description of data retention and destruction
requirements, criticality, and sensitivity. This process should also ensure that data
classifications are regularly reviewed and updated as needed. Additionally, state
policy, established by the ADOA’s Arizona Strategic Enterprise Technology
Division, requires that agencies identify and classify data, commmunicate the
classifications to relevant individuals, segregate the confidential data from public
data, assign data owners to all data, and categorize and protect data and software
application systems based on risk.

Without an effective data classification process, ASDB could be at risk of not
meeting federal and state regulatory requirements, such as those regarding the
privacy of student and employee information.” It could also result in ASDB'’s
inadequately protecting sensitive information, which in turn could result in financial
liability and civil penalties. For example, one such requirement, Arizona Revised
Statute §41-4172, indicates that all government agencies “shall develop and

T Some pertinent laws and regulations include FERPA, 20 USC. §1232g and 34 CFR §99; and HIPAA, 45 CFR, Pt. 164.
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establish commercially reasonable procedures to ensure that entity identifying
information or personal identifying information that is collected or obtained by the
governmental agency is secure and cannot be accessed, viewed or acquired unless
authorized by law.”

Recommendations:

3.1 To strengthen IT security controls, ASDB should:

a.

Identify and implement controls to adequately protect its network and to
maintain the security of the systems, applications, and data residing on the
network;

Develop and implement a documented risk assessment process that:

® Requires regular assessments;

Consists of a structured methodology for assessing risks;

Documents results and potential impact of risks;

® Uses results to make changes to the security program; and

Reports results to information and system owners and management.

Develop and implement log management policies and procedures. These
procedures should ensure that all important system, application, and
security-related events be defined and recorded in logs, stored centrally,
protected against unauthorized change, and analyzed on a regular basis;
and

Develop and implement a systematic, accountable, and documented
process for managing exposure to vulnerabilities through the timely
deployment of hardware and software patches and updates.

3.2 To address disaster recovery planning deficiencies, ASDB should:

a.

Develop and implement a comprehensive disaster recovery plan, which
encompasses all system and infrastructure components for which it is
responsible, and addresses important elements such as regulatory and
contractual requirements, the agency’s overall business continuity needs, IT
resource management requirements and independencies, an analysis of
business impacts, risk assessments, emergency procedures, testing, and
ongoing maintenance of its disaster recovery efforts; and
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b. Develop and implement formal policies and procedures that support the
disaster recovery plan and that:

e Clearly define specific roles and responsibilities, identify and rank
systems based on criticality, and define the order in which systems
should be recovered;

® Require that the plan be readily accessible and also located off-site,
in both physical and digital form, so disaster recovery team members
are able to access the plan when needed; and

e Require that the plan be tested on a regular basis using realistic
scenarios, as defined in the plan, and document and make
modifications when necessary to correct any problems identified
through testing.

3.3 To improve data backup, ASDB should:

a. Develop a formal, consolidated, and comprehensive backup strategy,
process, and set of procedures. lts policies and procedures should
include information on:

® The extent, timing, and frequency with which data will be backed up,
as determined by the agency, based on the criticality of the data to
its business processes;

e Periodically testing its backup data for successful recovery. Any
deficiencies identified by the test should be documented and
mitigated;

e Determining its data security and encryption requirements for
backed-up data and deploying the appropriate security or encryption
methods to it; and

® Storing a copy of its backed-up data off-site and rotating or updating
this data on a periodic basis. Access to this data should be limited
to only authorized users.

3.4 ASDB should develop a formal data classification policy and process in line
with IT standards and best practices. Specifically, it should ensure this process
be based on risks and requirements, such as confidentiality and sensitivity of
the information; consist of an inventory of information classification details that
includes assigned classification, identity of the information owner, and a brief
description of information classified; and that it is communicated to all affected
parties, and reviewed and updated regularly.
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State of Arizona

page 48



SUNSET FACTORS

In accordance with Arizona
Revised Statutes (A.R.S.)
§41-2954, the Legislature
should consider the
following factors in
determining whether the
Arizona State Schools for
the Deaf and the Blind
(ASDB) should be
continued or terminated.

This analysis includes a
recommendation for ASDB
to establish a written
contract that is in
accordance with the
appropriate competition
thresholds prior to the
purchase and/or use of
services (see Sunset Factor
12, pages 54 through 55).

Sunset factor analysis

The objective and purpose in establishing ASDB and the extent to
which the objective and purpose are met by private enterprises in
other states.

The Arizona Constitution places the responsibility of establishing and
maintaining public schools with the Arizona Legislature and directs the
Legislature to provide for the education and care of the deaf and blind.
A.R.S. §15-1302 establishes ASDB'’s objectives and purpose, which are
to provide education to deaf, hard-of-hearing, and visually-impaired
persons so that the persons educated there may become self-sustaining
and useful citizens. A.R.S. §15-1302 also establishes that ASDB shall be
an optional resource to other school districts, state institutions, and other
approved educational programs. Such resources could include but are
not limited to assessments, special curriculum, equipment, and materials.

Most states have state-operated public deaf and/or blind schools.
Specifically, 32 states have state-operated residential schools for the deaf,
26 have state-operated schools for the blind, and 11—including Arizona—
have state-operated residential schools for the deaf and blind. States that
do not have dedicated state schools for the deaf and/or blind use various
approaches to provide education to students who are deaf or blind. For
example:

e Dedicated private schools and/or charter schools in at least 8 states
provide education to deaf and/or visually-impaired students. For
example, in Connecticut, Massachusetts, and Pennsylvania, nonprofit
organizations operate schools for the deaf and schools for the blind.

e Since closing its School for the Deaf in 1998, Nebraska has used
contractors to operate regional programs to support school districts
serving children who are deaf or hard-of-hearing, and relies on the
lowa School for the Deaf to provide residential services to a small
number of Nebraska students. Nebraska still operates its Center for
the Education of Children who are Blind or Visually-impaired.
Similarly, New Hampshire sends students to schools in nearby states
if these students require a residential educational setting.

® In Nevada, a charter school for deaf students opened in 2008 but
closed after 3 years and eventually filed bankruptcy in 2012. Nevada
does not have a school for the blind. Nevada'’s local school districts
are responsible for educating deaf and blind students.
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* Wyoming’'s Department of Education provides technical assistance and
other resources to school districts that serve children who are deaf, hard-of-
hearing, or visually-impaired.

2. The extent to which ASDB has met its statutory objective and purpose and
the efficiency with which it has operated.

ASDB has generally met its statutory objective of providing education to deaf,
hard-of-hearing, blind, and visually-impaired persons so that they may become
self-sustaining and useful citizens, but should improve in some areas. Some
examples of where ASDB is meeting its objective and purpose include:

® On-campus education—ASDB offers preschool, elementary, middle, and
high school programs at its campuses in Phoenix and Tucson. According
to ASDB, as of April 2012, approximately 188 preschool children and 478
school-age children were enrolled in these programs for the 2011-2012
school year. The Phoenix Day School for the Deaf and both Tucson
schools—the Arizona School for the Deaf and the Arizona School for the
Blind—are all accredited by AdvancED.! Schools accredited by AdvancED
have met standards for quality schools in areas including curriculum,
instructional design, and student assessment practices. The Tucson
schools offer both residential and day programs. As of April 2012, 70
students lived on campus. Many graduates of the schools reported either
continuing their education or that they were working 1 year after graduation.
For example, in February 2012, the Arizona School for the Deaf reported
that, out of the 14 students who graduated in 2011, 8 were enrolled in
community college and 2 had jobs, while 3 were seeking employment and
1 was attending a day program.

® Regional cooperatives—ASDB's five regional cooperatives work directly
with school districts and other schools throughout the State where they
provide services for school-aged deaf, hard-of-hearing, and visually-
impaired students in the student's home district. Regional cooperative
teachers consult with school staff, classroom teachers, parents, and
students; prepare curricular modifications and demonstrate techniques for
working with individual students; provide specialized direct instruction to
students in their areas of need; and assist in student placement by serving
as members of the team that develops each student’s Individualized
Education Program (see textbox on page 11).

As of the 2011-2012 school year, ASDB had entered into cooperative
agreements with 114 school districts and 33 other schools such as charter

T AdvancED is an organization of public and private schools in the United States and other countries world-wide that
accredits schools based on adherence to quality standards in several areas, including curriculum, instructional design,
and assessment practices. The organization was formed in 2006 from the North Central Association Commission on
Accreditation and School Improvement, the Southern Association of Colleges and Schools Council on Accreditation
and School Improvement, and the National Study of School Evaluation.
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schools and U.S. Bureau of Indian Affairs community schools. Although none
of the state’s ten largest unified and union high school districts, such as the
Chandler, Scottsdale, Mesa, and Tucson Unified School Districts, participate
in the regional cooperatives, participating districts include large districts like
the Tempe and Yuma union high school districts as well as many smaller
districts such as the St. David and Joseph City Unified School Districts.
According to ASDB'’s April 2012 enrollment report, enrollment in the
cooperatives totaled 1,301 students in the 2011-2012 school year, including
111 preschool students.

Early intervention—ASDB participates in the Arizona Early Intervention
Program (AzEIP) (see textbox on page 18) to provide services to families of
infants and toddlers who are deaf, hard-of-hearing, or visually-impaired.
ASDB program staff meet with families, work with them to develop an
individualized plan that outlines the services the child and family will receive,
and provide instruction and training to the family. According to ASDB’s April
2012 enrollment report, ASDB had 273 children ages birth to 3 years enrolled
in its AzEIP program.

However, the audit found that ASDB can more effectively and efficiently meet its
statutory objectives by:

Taking additional steps to promote student success—To enhance its
ability to help its students become self-sustaining and useful citizens, ASDB
should continue working to improve its early intervention program, increase
students’ access to highly qualified teachers, use post-graduation tracking
methods to identify and implement ways to improve its programs, and
assess causes for variances in standardized test scores among its students
at its campuses and regional cooperatives and identify ways to improve test
results and establish expectations that best practices be used to improve test
performance (See Finding 1, pages 9 through 25, for more information).

Charging appropriate fees to districts that receive services through the
regional cooperative program and improving program management—
ASDB should systematically examine the various fees regional cooperatives
charge, make them more consistent, and ensure that they cover the costs of
the services provided. Additionally, ASDB should ensure that advisory
councils play an appropriate role in the regional cooperative program and
establish a consistent system for managing and tracking the services
students need and receive, and regional cooperative resources (See Finding
2, pages 27 through 39, for more information).

Improving information technology (IT) practices—ASDB should first
prioritize and then address the IT weaknesses identified by auditors to
minimize the impact that several IT vulnerabilities and security threats could
have on its operations. Auditors found weakness in ASDB'’s IT security
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controls, disaster recovery planning, data backup, and data classification
policies and processes (See Finding 3, pages 41 through 49, for more
information).

The extent to which ASDB serves the entire State rather than specific
interests.

ASDB serves the entire State by offering educational programs and evaluation
services to sensory-impaired students from birth through 21 years of age at its
campuses in Tucson and Phoenix and in schools and homes throughout the
State. Specifically:

® Early intervention—Children ages birth to 3 years old receive in-home
services such as assessments, evaluations, and any services determined by
the Individualized Family Service Plan throughout the State.

® Preschool—Preschool children can receive services at campus locations in
the Tucson or Phoenix areas or through ASDB’s regional cooperatives.

e Elementary school and high school—School-age children through the age
of 21 can receive educational services and access to specialized equipment
at one of ASDB’s three site-based schools located in Tucson or Phoenix or in
their home school district through one of ASDB'’s five regional cooperative
programs. The Tucson campus also provides a residential program for
students who live outside the Tucson area. Arizona school districts can join
the regional cooperatives by entering into agreements with ASDB if they
would like to receive services for their deaf and blind students. School
Districts such as the Glendale Elementary School District and Prescott Unified
School District have entered into agreements with ASDB.

The extent to which rules adopted by ASDB are consistent with the legislative
mandate.

According to A.R.S. §41-1005(E), ASDB is exempt from the statutory rule-making
requirements.

The extent to which ASDB has encouraged input from the public before
adopting its rules and the extent to which it has informed the public as to its
actions and their expected impact on the public.

Although the ASBD is not required to adopt rules, A.R.S. §41-1005(E) requires
ASDB’s Board of Directors to adopt policies for the Board and the schools under
its jurisdiction. According to ASDB, it relies on feedback from employees, students,
parents, and the public to provide insight into the effect of the policies it has
adopted.
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ASDB has informed the public of its board meetings and complied with the State’s
open meeting laws. Auditors observed that ASDB posted physical notice of the
April 2012 board meeting at both the Tucson and Phoenix Day School campuses
and the meeting agenda on its Web site 24 hours before the meeting. In addition,
ASDB made the meeting minutes available to the public within 3 working days of
the meeting, as required. Further, auditors observed that, during the October 2011
board meeting, the Board of Directors discussed, made decisions, and
considered only issues noted on the agenda as required by state law.

The extent to which ASDB has been able to investigate and resolve
complaints that are within its jurisdiction.

ASDB is not a regulatory agency. However, state and federal law and the Arizona
Department of Education’s rules establish that parents can file a complaint with
the Arizona Department of Education if they believe ASDB has failed to meet
education needs outlined in the student’s Individual Education Program. ASDB
and the Arizona Department of Education have developed procedures to resolve
such complaints.

According to Arizona Department of Education records, in fiscal year 2010, the
Arizona Department of Education received six complaints regarding ASDB, of
which 2 were investigated with no findings of noncompliance, 1 was withdrawn by
the complainant, 2 were dismissed by an Administrative Law Judge, and 1 was
resolved through mediation that resulted in a written agreement between ASDB
andthe complainant. The agreement covered several areas such as communicating
educational and medical information, responsibilities for supervising the student
during the day, and the number of instructional assistants to be assigned to the
student’s classroom. In fiscal year 2011, the Arizona Department of Education did
not receive any complaints regarding ASDB.

The extent to which the Attorney General or any other applicable agency of
state government has the authority to prosecute actions under the enabling
legislation.

ASDB is not a regulatory agency, and its enabling legislation does not establish
such authority. However, A.R.S. §41-192(A)(1) authorizes the Attorney General's
Office to provide legal services for all agencies of this State. Therefore, the
Attorney General’s Office would represent ASDB if necessary.

The extent to which ASDB has addressed deficiencies in its enabling statutes
that prevent it from fulfilling its statutory mandate.

The Board has sought statutory changes to address deficiencies in its statutes.
Specifically, in 2005, A.R.S. §15-1321 was amended to add two governor-
appointed board members to ASDB’s Board of Directors. One member is to be
appointed from the Commission for the Deaf and Hard-of-hearing, and the other
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10.

11.

12.

member is to be appointed from the Governor’s Council on Blindness and Visual
Impairment. The revision also required their appointment to be for 3 years.
Additionally, A.R.S. §15-1322 was amended to require five, rather than four, voting
members to constitute a quorum.

The extent to which changes are necessary in the laws of ASDB to adequately
comply with the factors in the sunset law.

This audit did not identify any needed changes to ASDB’s statutes.

The extent to which the termination of ASDB would significantly affect the
public’s health, safety, or welfare.

Terminating ASDB would significantly impact the health, safety, and welfare of the
deaf, hard-of-hearing, and blind or visually-impaired students and children and
their families that it serves. ASDB provides a wide array of services and programs
to students and children, including children ages birth to 3, preschool children,
and K-12 students through age 21. Without ASDB’s educational programs and
services, these children and their families might not be served or might be
underserved because of the high costs and difficulty hiring skilled educators for
the sensory impaired. This lack of service could be even more acute for children
from the rural parts of the State, where these types of services may be more
difficult to obtain. In addition, without ASDB, the AzEIP program would need to find
other resources to serve families of deaf, hard-of-hearing, or visually-impaired
infants and toddlers. If ASDB were terminated, the State would need to ensure that
other entities covered ASDB's role in providing a free, appropriate public education
to all children with disabilities in order to ensure continued compliance with the
federal Individuals with Disabilities Education Act, which governs how states
provide early intervention, special education, and related services to children with
disabilities from birth through age 21.

The extent to which the level of regulation exercised by ASDB compares to
other states and is appropriate and whether less or more stringent levels of
regulation would be appropriate.

Since ASDB is not a regulatory agency, this factor does not apply.

The extent to which ASDB has used private contractors in the performance
of its duties as compared to other states and how more effective use of
private contractors could be accomplished.

ASDB reported that it has several private contracts for services, including:

® Administrative services—Payroll and human resources, software
maintenance, and grounds keeping;
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e Educational services—Audiological booth rental and services and classroom
rentals; and

®* Medical and therapy services—Pediatrician services, optometrist services,
and physical, speech, and occupational therapy services.

In total, ASDB reported it has private contracts with 27 providers, including 19
contracts for therapy services. In addition to these contracts, ASDB uses the
Foundation for Blind Children to provide preschool services in Maricopa County.
However, according to an August 2012 procedural review conducted by the
Arizona Office of the Auditor General, ASDB and the Foundation for Blind Children
had a contract that ended June 30, 2010, but as of May 2012, the two entities had
not reached an agreement on terms for renewing the contract, and they were
continuing services under the terms of the expired contract.! To help ensure that
expenditures are adequately controlled and to comply with state procurement
laws, ASDB should establish a written contract prior to the purchase and/or use
of services that is in accordance with the appropriate competition thresholds.

The types of private contracted services vary among some other state and private
schools for the deaf and blind. For example, one state school uses private
contractors only for general services, such as building maintenance and
landscaping, while another state school reported that they do not use private
contractors for any services. Further, a private school reported they use private
contractors only for evaluations and itinerant teacher services.

This audit did not identify any other areas where ASDB should consider using
private contractors.

1 Procedural review of the Arizona Schools for Deaf and Blind as of June 20, 2012. Issued by the Arizona Office of the
Auditor General, August 10, 2012. .
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Figure 4. Spring 2008, 2009, 2010, and 2011 AIMS Math Test Results
for ASDB Students and State-wide Students
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Source:  Auditor General staff analysis of AIMS and AIMS A spring 2008 through 2011 math test scores for all ASDB students enrolled in the 2011-
2012 school year, including on-campus students and regional cooperative students for whom ASDB receives voucher funding, and state-
wide AIMS math test results for spring 2008 through 2011 published by the Arizona Department of Education on its Web site and in its 2011
Technical Report (October 2011).
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Figure 5. Spring 2008, 2009, 2010, and 2011 AIMS Reading Test Results
for ASDB Students and State-wide Students
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Source: Auditor General staff analysis of AIMS and AIMS A spring 2008 through 2011 reading test scores for all ASDB students enrolled in the 2011-
2012 school year, including on-campus students and regional cooperative students for whom ASDB receives voucher funding, and state-
wide AIMS reading test results for spring 2008 through 2011 published by the Arizona Department of Education on its Web site and in its

K 2011 Technical Report (October 2011).
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APPENDIX B

This appendix provides
information on the methods
auditors used to meet the
audit objectives.

This performance audit was
conducted in accordance
with generally accepted
government auditing
standards. Those
standards require that we
plan and perform the audit
to obtain sufficient,
appropriate evidence to
provide a reasonable basis
for our findings and
conclusions based on our
audit objectives. We
believe that the evidence
obtained provides a
reasonable basis for our
findings and conclusions
based on our audit
objectives.

The Auditor General and
staff express appreciation
to the Arizona State
Schools for the Deaf and
the Blind (ASDB) Board of
Directors, Superintendent,
and staff members for their
cooperation and assistance
throughout the audit.

Methodology

Auditors used various methods to study the issues addressed in this report.
Auditors attended board meetings and a principals meeting, interviewed
ASDB officials and staff, and reviewed documents including policies and
procedures and organizational charts. Auditors also reviewed federal laws and
regulations, state statutes and administrative rules, and state and agency
budget documents that were applicable to ASDB’s administration and
operations. Additionally, auditors surveyed five other schools identified as
using best practices for blind and/or deaf students and reviewed literature
regarding deaf and blind student education.’

Auditors also used the following specific methods to address the audit’s
objectives:

® To determine ASDB’s ability to measure and promote student progress
and success, auditors interviewed staff members from ASDB and the
Arizona Department of Education who were involved in student testing as
well as test developers from Northwest Evaluation Association (NWEA)
regarding standardized tests ASDB uses and these tests’ ability to
measure student progress. Auditors also specifically reviewed federal
laws related to the No Child Left Behind Act and the Individuals with
Disabilities Education Act; and assessed the reliability of and analyzed
spring 2008 through 2011 test result data for the Arizona Instrument to
Measure Standards (AIMS) and AIMS Alternate (AIMS A) tests for the
ASDB students who took these tests, and compared them with state-wide
results published by the Arizona Department of Education for 2008
through 2011; and assessed the reliability of and analyzed ASDB student
spring test result data for the Measures of Academic Progress (MAP) test
for 2006 through 2011 and compared them with the spring 2011 national
results published by NWEA inits 2011 RIT Scale Norms Study to determine
ASDB students’ grade level performance on the MAP

® To determine whether ASDB is implementing best practices that support
student success, auditors first identified best practices by interviewing
experts at Gallaudet University in Washington, D.C. and Perkins School for
the Blind in Massachusetts; interviewing officials and reviewing Web sites
and other information regarding programs for deaf and blind students at
the Texas School for the Deaf, Texas School for the Blind, and the Florida

1 Auditors interviewed officials at the Texas School for the Deaf, Texas School for the Blind, and Florida School
for the Deaf and the Blind, which ASDB officials identified as state schools that employ best practices for
educating deaf and blind students. Auditors also interviewed officials at the private Perkins School for the Blind
in Massachusetts and the federally chartered Gallaudet University in Washington, D.C., which were identified
as leaders in research and education of blind and deaf students, respectively.
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School for the Deaf and Blind; and reviewing literature regarding educating deaf
and blind students. Auditors also reviewed ASDB student graduation rates for
the classes of 2009 through 2011 and sent 39 surveys to 2011 graduates and/
or their parents regarding students’ post-graduation activities and preparedness
for life after graduation. Auditors received 7 responses. Additionally, auditors
obtained and analyzed ASDB documents, including its technology plan for 2011
through 2014, the 2011-2012 school year class rosters for the Arizona School
for the Blind and the Phoenix Day School for the Deaf, the 2012-2013 school
year class rosters for the Arizona School for the Deaf, performance improvement
plans for the Arizona Early Intervention Program (AzEIP), and professional
development plans for teachers, as well as other documents pertaining to AzEIP
and highly qualified teachers, and interviewed officials and reviewed documents
regarding the University of Arizona’s master’s-level program for teachers of
students who are deaf or hearing-impaired.

To assess whether ASDB has established appropriate fees for and effectively
manages its regional cooperative program, auditors interviewed regional
cooperative staff for all five regional cooperatives and an advisory council
member from one regional cooperative; reviewed agency documentation
regarding cost for services, school district reimbursement amounts, membership
fees, tiers and services provided, and costs and fees for services not included
in the membership fees; and compared regional cooperative documentation
regarding fees. Further, auditors reviewed regional cooperative procedures for
tracking resources; and regional cooperatives’ budgets, requisition requests,
and funding structure. Finally, auditors reviewed fee-setting literature and the
Arizona Department of Education 2007 Cost Study.

To assess the effectiveness of ASDB's information technology (IT) practices,
auditors researched applicable IT industry standards and recognized best
practices; researched federal laws for protecting student information (the Family
Educational Rights and Privacy Act, known as FERPA) and health information
(the Health Insurance Portability and Accountability Act, known as HIPAA);
reviewed Arizona’s state-wide IT polices, standards, and procedures; reviewed
the Arizona Department of Administration’s 2009 Network Health Assessment of
ASDB; interviewed staffin ASDB’s IT department; and reviewed the organizational
structure for IT security. Auditors also reviewed documentation detailing ASDB'’s
network infrastructure and reviewed ASDB processes and procedures related to
account management, data backup, and updating computers. Additionally,
auditors performed security testing of ASDB’s network, systems, and applications
using commercial and open source software applications and a combination of
automated and manual testing techniques.

Auditors also used some additional methods to obtain information used
throughout the report, including the Introduction and Sunset Factors. Specifically,
auditors observed the October 2011 and June 2012 board meetings; reviewed
the board meeting notice, agenda, and minutes for the April 2012 board
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meeting; and reviewed written policies establishing program goals, objectives,
and oversight of fiscal, administrative, educational, and support procedures.
Additionally, auditors reviewed ASDB’s complaint process and interviewed
Arizona Department of Education complaint staff; and gathered and analyzed
information from ASDB reports, its Web site, contracts, the Arizona Financial
Information System (AFIS) Accounting Event Transaction File for fiscal years 2009
through 2012 and the AFIS Management Information System Status of General
Ledger-Trial Balance screen for fiscal years 2010 through 2012, and information
from ASDB administrators and staff, including internal reports.

e Auditors’ work on internal controls focused on reviewing ASDB'’s processes for
assessing student progress, regional cooperative program policies and
procedures, and IT practices and procedures. Auditors’ conclusions on internal
controls related to these areas are reported in Findings 1 through 3 of the report.
In addition, auditors reviewed the Office of the Auditor General’s August 2012
procedural review of internal controls related to contract compliance and
accounting procedures.! A finding from this procedural review is included in the
Sunset Factors.

1 Procedural review of the Arizona Schools for the Deaf and Blind as of June 20, 2012. Issued by the Arizona Office of the
Auditor General, August 10, 2012. .
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Phoenix Campus
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Phoenix, AZ 85021
602.771.5300
602.771.5364 Fax

Tucson Campus
PO Box 85000
Tucson, AZ 85754
520.770.3863
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Regional Cooperative
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Eastern Highlands
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928.774.0655
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520.770.3200
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Southwest
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Early Childhood

& Family Education
PO Box 88510
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520.770.3725
520.770.3711 Fax

September 17, 2012

Ms. Debra K. Davenport

Office of the Auditor General
Performance Audit Division
2910 North 44™ Street, Suite 410
Phoenix, AZ 85018

Dear Ms. Davenport:

The Arizona State Schools for the Deaf and the Blind respectfully submit the following
response to the performance audit and sunset review conducted by the Office of the
Auditor General in accordance with A.R.S. 41-2951.

The Arizona State Schools for the Deaf and the Blind would like to thank the Auditor
General’s staff and the leadership of Mr. Dale Chapman, Performance Audit Director,
Shan Hays, Performance Audit Manager, and Kori Minckler, Performance Auditor, for
their knowledge, direction and professionalism with regard to this audit and review, and
agree with the findings and recommendations.

Finding 1: The Arizona State Schools for the Deaf and the Blind can do more to
promote student success.

The Arizona State Schools appreciate the Auditors Generals’ acknowledgement that
achievement data on students who are Deaf or Hard of Hearing and students who are
blind or visually-impaired are limited and not readily available. This fact makes
performance comparison difficult at best. The Arizona State Schools for the Deaf and the
Blind is always seeking and implementing scientific supported techniques to improve
students’ academic outcomes. To assist in the measurement and the development of the
most appropriate individualized educational program available the Arizona State Schools
for the Deaf and the Blind utilize multiple points of assessment to establish a baseline to
begin an instructional foundation. The scaffolding that is placed upon that foundation for
support is a strong commitment to communication competence. Literacy is the
fundamental tool used to architect future successful academic and life outcomes. To that
end, the Arizona State Schools stands as a leader in promoting competence in written and
spoken English, American Sign Language, and Braille.

The Agency is proud of the accomplishments made to date and acknowledges that there
is always more that can be done to promote student success.

The Finding of the Auditor General is agreed to and the audit recommendation will
be implemented.



1.1 To help ensure that children with sensory impairments receive needed services, ASDB should improve
its early intervention program by continuing to take the following steps:

a. Coordinating with other state agencies that are part of the AzEIP program to establish contract
early intervention services throughout the state;

b. Working with the Arizona Department of Education and the Department of Economic Security to
establish guidelines for the use of services provided to children when they transition out of the
AZzEIP program and into schools;

c. Providing staff training to ensure that all staff use a consistent curriculum for early intervention
services and that all staff accurately reflect delays in starting services in ASDB’s database;

d. Ensuring that its early intervention program staff have Standards of Practice certifications as
required by the AzEIP program;

e. Revising the early intervention staff job descriptions to ensure they accurately reflect the services
ASDB provides to children and their families;

f.  Providing more detailed information to the public about resources available through the AzEIP
program, as well as descriptions of all the programs provided by ASDB, including early
intervention, preschool, and school-age programs though its newly developed website;

g. Using other outreach mechanisms, including social networking sites such as Facebook, YouTube,
and Twitter, to reach more families that might benefit from its services;

h. Working with the Arizona Department of Health Services’ Early Hearing Detection and
Intervention program to develop a new system that will allow ASDB staff access to infant
screening records so they can help ensure any child who fails a screening receives appropriate
assessments and other services in a timely manner; and

i. Addressing areas identified in the Department of Economic Security’s review of ASDB’s
compliance with state-wide AzEIP requirements. Specifically, ASDB should:

e Provide accurate and timely monthly service data to the Department of Economic Security;

e Improve staff data entry practices and establish procedures that will help ensure the accuracy
of data in ASDB’s database and the monthly service reports that are generated from the
database;

e Ensure that Individualized Family Service Plans contain appropriate and measurable goals as
required by the AzEIP program; and

e Encourage families to complete and return early intervention surveys.

The Arizona State Schools for the Deaf and the Blind have a strong partnership with all AzEIP agencies.
The Agency is committed to continue to work with and improve services to families and their children
who are Deaf or Hard of Hearing and/or who are blind or visually impaired.

The Finding of the Auditor General is agreed to and the audit recommendation will be implemented.
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ASDB should continue to seek opportunities, such as alternative delivery classes, to increase its
students’ access to highly qualified teachers.

The Arizona State Schools for the Deaf and the Blind will continue to seek opportunities to
ensure that Arizona students will continue to have access to highly qualified teachers in an
appropriate educational environment.

The Finding of the Auditor General is agreed to and the audit recommendation will be
implemented.

ASDB should establish a process for compiling, analyzing, and using information obtained from
surveys about its students after graduation to measure student progress, and to identify and
implement enhancements to its students’ educational programs.

The Finding of the Auditor General is agreed to and the audit recommendation will be
implemented.

To narrow the achievement gaps and increase the AIMS passing rate among its students, ASDB

should:

a. Determine the reasons for variations in test scores and identify potential ways to improve test
results at the campuses and the regional cooperatives, and

b. Establish expectations that each campus and regional cooperative will implement best
practices to improve test performance.

The Finding of the Auditor General is agreed to and the audit recommendation will be
implemented.

Finding 2: The Arizona State Schools for the Deaf and the Blind should examine regional
cooperative program service fees and strengthen program operations.

The Arizona State Schools partners with school districts across the state of Arizona in providing essential
services at a shared cost that assist in providing appropriate services in the most efficient and effective
manner. The Arizona State Schools for the Deaf and the Blind will continue to partner with cooperative
districts to ensure the program service fees are appropriate and beneficial to the Agency and to the local
districts.

The Finding of the Auditor General is agreed to and the audit recommendation will be
implemented.

2.1

To ensure its fees more fully reflect its costs, ASDB should develop a structured approach to
evaluate current fees and implement new fees that would cover all costs related to the services
provided by the regional cooperatives that are not covered by legislative appropriations, and
ensure that specific fees are appropriate for the services. In developing this approach, ASDB
should do the following:
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a. Assess the efficiency of its operations to ensure costs are as low as possible and document the
results of its assessment. As ASDB assesses the efficiency of its operations, it should
continue seeking to minimize costs where possible;

b. Determine whether to consider costs independently for each regional cooperative or in
combination on a state-wide basis, and develop and implement a method for tracking and
allocating relevant ASDB costs;

c. ldentify the actual costs for specific fees, including membership fees, fee-for-service costs,
and additional supplemental service costs to help ensure fees are appropriate and equitable.
In addition, fees should take into account factors that affect the cost of the specific service;
and

d. Develop and implement policies and procedures for using the method to develop appropriate
fees.

The Finding of the Auditor General is agreed to and the audit recommendation will be
implemented.

ASDB should develop a systematic way to determine whether and how much to pay school
districts for services the districts provide to students for whom ASDB receives Arizona
Department of Education voucher monies.

The Finding of the Auditor General is agreed to and the audit recommendation will be
implemented.

ASDB should provide more oversight to ensure that advisory councils play an appropriate role in

the regional cooperative program by:

a. Modifying its policy to remove the provision that advisory councils will recommend a fee
structure;

b. Determining and implementing the appropriate structure for the advisory councils, such as a
single state-wide advisory council composed of participating school district representatives
and parents and representatives of local private service organizations, or regional advisory
councils that include parents and local private service organization representatives; and,

c. Ensuring that its councils adhere to the advisory role and responsibilities outlined in ASDB

policy.

The Finding of the Auditor General is agreed to and the audit recommendation will be
implemented.

ASDB should establish a single, consistent system for managing and tracking regional

cooperative resources by:

a. Expanding the use of ASDB’s in-house computer program for tracking and managing birth-
to-three program educational services, once the program has been developed and tested, to
track and manage educational services provided to students in the regional cooperatives; and

b. Using ASDB’s inventory system for on-campus assets to track and manage the inventory of
equipment provided to students in the regional cooperatives.



The Finding of the Auditor General is agreed to and the audit recommendation will be
implemented.

Finding 3: The Arizona State School for the Deaf and the Blind needs to improve its information
technology practices.

The Arizona State Schools for the Deaf and the Blind is keenly aware of the need to improve the
Agency’s information technology practices. The Agency began making improvements and updating
practices and systems that were in many cases more than a decade behind, approximately 3 years ago. All
of the recommendations made by the Auditor General’s office were identified as areas of concern by the
Agency’s new information technology staff. Working in concert with Agency personnel an action plan
was developed and timelines established. To date, many of the recommendations have already been
satisfied with an expectation that all recommendations will be addressed within the next 18 months.

The Finding of the Auditor General is agreed to and the audit recommendation will be
implemented.

3.1 To Strengthen IT security controls, ASDB should;

a. ldentify and implement controls to adequately protect its network and to maintain the security
of the systems, applications, and data residing on the network;

b. Develop and implement a documented risk assessment process that:
e Requires regular assessments;
e Consists of a structured methodology for assessing risks;
e Documents results and potential impact of risks;
e Uses results to make changes to the security program; and
e Reports results to information and system owners and management.

c. Develop and implement log management policies and procedures. These procedures should
ensure that all-important system, application, and security-related events be defined and
recorded in logs, stored centrally, protected against unauthorized changed, and analyzed on a
regular basis; and,

d. Develop and implement a systematic, accountable, and documented process for managing
exposure to vulnerabilities through the timely deployment of hardware and software patches
and updates.

The Finding of the Auditor General is agreed to and the audit recommendation will be
implemented.

3.2 To address disaster recovery planning deficiencies, ASDB should:

a. Develop and implement a comprehensive disaster recovery plan, which encompasses all
system and infrastructure components for which it is responsible, and addresses important
elements such as regulatory and contractual requirements, the agency’s overall business
continuity needs, IT resource management requirements and independencies, an analysis of
business impacts, risk assessments, emergency procedures, testing, and ongoing maintenance
of its disaster recovery efforts; and
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3.4

b. Develop and implement formal policies and procedures that support the disaster recovery

plan and that;

o Clearly define specific roles and responsibilities, identify and rank systems based on
criticality, and define the order in which systems should be recovered,;

¢ Require that the plan be readily accessible and also located off-site, in both physical and
digital form, so disaster recovery team members are able to access the plan when needed;
and

¢ Require that the plan be tested on a regular basis using realistic scenarios, as defined in
the plan, and document and make modifications when necessary to correct any problems
identified though testing.

The Finding of the Auditor General is agreed to and the audit recommendation will be
implemented.

To improve data backup, ASDB should:
a. Develop a formal, consolidated, and comprehensive backup strategy, process, and set of
procedures. Its policies and procedures should include information on:
e The extent, timing, and frequency with which data will be backed up, as determined by
the agency, based on the criticality of the data to its business processes;
o Periodically testing its backup data for successful recover. Any deficiencies identified by
the test should be documented and mitigated;
e Determining its data security and encryption requirements for backed up data and
deploying the appropriate security or encryption methods to it; and
e Storing a copy of its backed up data off-site and rotating or updating this data on a
periodic basis. Access to this data should be limited to only authorized users.

The Finding of the Auditor General is agreed to and the audit recommendation will be
implemented.

ASDB should develop a formal data classification policy and process in line with IT standards
and best practices. Specifically, it should ensure this process be based on risks and requirements,
such as confidentiality and sensitivity of the information; consist of an inventory of information
classification details that includes assigned classification, identity of the information owner, and
a brief description of information classified; and that it is communicated to all affected parties,
and reviewed and updated regularly.

The Finding of the Auditor General is agreed to and the audit recommendation will be
implemented.

Sincerely,

Robert E. Hill, Ed.S.
Superintendent
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